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In the Age of COVID-19, the Credit Card Knows All

By Albert Fox Cahn, Esq. and Melissa Giddings

As the U.S. struggles to contain COVID-19, government agencies and Silicon Valley increasingly
turn to mass surveillance as the solution. While high-tech offerings from Google and Apple are
currently dominating the news, it’s lower-tech systems, such as cell phone records and payment
history, that are likely to play a much larger role in public health monitoring.

Many of the technical innovations that have commentators excited by the tech behemoths’ new
Bluetooth approach to COVID-19 tracking will likely prevent it from taking off until long after this
crisis has passed. Instead, we’re more likely to see increasingly widespread use existing tracking
systems, raising privacy questions that have only begun to be answered.

While it’s unclear if data dragnets help fight this disease, it is clear that they create long-term risks for
public privacy, and we must ensure that our emergency responses do not give rise to a permanent
surveillance regime. The bare minimum is to create legal protections, limiting how our data can be
harvested, who can use it, and how long it’s retained.

In the United States, one of the most powerful tracking tools available isn’t GPS or some new form
of artificial intelligence: it’s our wallet. Payment records paint a vivid picture of our daily lives, from
where we eat to what we buy to who we see. Financial data is generated with each purchase, and
every transaction involves multiple parties such as retailers, credit card companies, mobile apps,
mobile phone carriers, banks, and the consumers themselves. Data about a single transaction can be
linked to purchase history, creating a detailed picture of the person behind the payment.

Digital wallets and contactless payment systems like smart chips have been around for years. The
introduction of Apple Pay, Amazon Pay, and Google Pay have all contributed to the e-commerce
movement, as have fast payment tools like Venmo and online budgeting applications. In response to
COVID-19, the public is increasingly looking for ways to reduce or eliminate physical contact. With
so many options already available, contactless payments will inevitably gain momentum. Contactless
payments and smart card use for financial transactions has implications for other personal data as
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well, as government-issued IDs' and transportation systems” increasingly employ the same
technology.

Payment history reveals sensitive information about a person’s family, job, political views, health,
sexuality, and religion. Weak® and nonexistent* privacy laws’ in the United States give companies
significant leeway when it comes to how they use and store data, and how much data is collected.
When companies share this data with third parties for advertising or to study trends, it is nearly
impossible to ensure anonymity.’

Location data revealed by payment histories is uniquely difficult to anonymize as records often still
include important details. In 2015, researchers reviewing three months of credit card records
demonstrated that four data points associated with a financial transaction were enough to correctly
identify 90% of the 1.1 million individuals included in their study; including the price of a
transaction increased the risk of identification by 22% on average.” Last year, researchers accurately
identified 99.98% of persons included in an anonymized data set using 15 data points like age,
gender, and marital status.® This suggests that large data sets of personal information are not
protected by touted methods of anonymization, and that without requiring improved security
measures, our data is not safe.

An unexpected global event can catalyze a change in consumer behavior,” and in reaction to
COVID-19 the United States will experience a rise in the use of chip cards and digital wallets."
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Across the country, stores are requesting customers to use contactless card payments only or avoid
cash where possible." As the pandemic boosts the use of electronic payments and reduces our use
of paper currency, it will further enhance the ability of payment networks to track our every move at
a time when governments are consistently using digital footprints to trace the spread of the virus."

Location data around mass movements' or use of public spaces'* is limited. The United States could
easily turn to using data generated by financial transactions to determine whether people are
complying with social distancing advisements or businesses are staying shut down as this data is
often more specific or revealing.

Without strong federal laws regulating the use of our data, we’re left to rely on private companies
that have consistently failed to protect our information. To prevent long-term surveillance, we need
to limit the data collected and shared with the government to only what is needed. Any sort of
monitoring must be secure, transparent, proportionate, temporary, and must allow for a consumer
to find out about or be alerted to implications for their data. If we address these challenges now, at a
time when we will be generating more and more electronic payment records, we can ensure our
privacy is safeguarded.
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Giddings is a civil rights intern at The Surveillance Technology Oversight Project (S.T.0.P.) at the Urban
Justice Center and a third-year student at N.Y.U. School of Law.
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