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MEMORANDUM

Date: July 10, 2020
To:  All Assembly Members, New York State Assembly; All Senators, New York State Senate
From: Albert Fox Cahn, Esq., Executive Director

Re:  The Surveillance Technology Oversight Project Memorandum in Support of S8448-
C/A10583-B and S8450-B/A10500-B

The Surveillance Technology Oversight Project, Inc. (“S.T.O.P.”) litigates and advocates for New
Yorkers’ privacy, fighting suspicionless, warrantless surveillance. We write in support of Senate Bill
S8448C, Senate Bill S8450B, Assembly Bill A10583B, and Assembly Bill A10500B, which would
protect New Yorkers’ contact tracing data and help our state fight the COVID-19 pandemic.

Contact Tracing Depends on Public Trust and Participation

Contact tracing can take many forms, everything from traditional phone interviews and in-person
visits, to new automated exposure notification systems that use untested and invasive technologies.
Whichever approach we use, successful COVID-19 contact tracing depends on participation from
the majority of New Yorkers.' But many will refuse to cooperate with contact tracets if they fear
their information can be used against them by police, especially in the over-policed communities of
color hit hardest by COVID-19.” Without these crucial bills, contact tracing data will be resold to the
highest bidder and scoured by law enforcement, and it will all be at the price of public health.

Unregulated Contact Tracing is a Privacy Time Bomb

Unregulated contact tracing will enable Silicon Valley startups to make millions at the cost of our
health and privacy. Without new legislation, the NYPD and other law enforcement agencies would
be able to subpoena or buy a detailed location history for millions of New Yorkers.” Alarmingly,
U.S. Immigration and Customs Enforcement (“ICE”) could use information-sharing arrangements
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with the NYPD to access this same data,* making our claims of being a “sanctuary city” into a lie.”
If we allow ICE to drive immigrant New Yorkers into the shadows, it will not only betray the values
of this State; it will dramatically set back our effort to test, track, and treat every COVID-19 patient.®

Existing Laws Leave New Yorkers at Risk

Existing laws allow widespread sharing of contact tracing data. The Federal Health Information
Portability and Accountability Act (“HIPAA”) allows significant data sharing with both government
and private entities. For law enforcement, including ICE, HIPAA merely requires a subpoena to
access data.” But many of the health startups that are marketing new, unproven contact tracing
technologies are exempt from HIPAA protections because they are not medical providers.®

Similarly, New York privacy laws allow contact tracing data to be accessed by both police and
private parties.” Companies could make millions from our contact tracing data,'"’ putting profits over
public health. Many are already wary about contact tracing, especially new, unproven, and profit-
driven solutions. If we want to reassure New Yorkers, it will take a lot more than the promises of

the tech giants that misled us about privacy so many times before

These bills are important privacy protections, but they are also essential public health safeguards. If
we fail to stop contact tracing data from being abused, if we fail to reassure the public that contact

tracing is safe, more New Yorkers will die. We urge you, in the strongest possible terms, to pass
S8448C, S8450B, A10583B, and A10500B.

Thank you for the opportunity to submit this comment and for your consideration.

Respectfully submitted,

/s
Albert Fox Cahn
Executive Director
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