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Abudayyeh v. Envoy Air, Inc.

Abudayyeh v. Envoy Air, Inc., No. 20-
CV-00142, 2021 WL 3367173 (N.D. Ill. 
Aug. 3, 2021).

American Airlines Unit Settles Illinois 
Biometric Privacy Suit : 
https://www.law360.com/articles/1
509284/american-airlines-unit-
settles-illinois-biometric-privacy-suit

Abudayyeh, passenger service agent 
at Chicago's O'Hare International 
Airport filed a complaint against 
her employer (an airline) for the 
implementation of an attendance-
tracking system which collected and 
stored employees' fingerprints and 
handprints in violation of BIPA. Workplace Finger/handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ic9f7bb30522711eb9713ac58f61c6784.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=889df15a-909c-4221-a9b0-afd78ebea6c9&ppcid=03e2d1e85ac648a999b462c40027591a&contextData=(sc.RelatedInfo)N.D. Ill.

Lessons From Insurers' Latest BIPA 
Coverage Arguments : 
https://jenner.com/system/assets/publicat
ions/20694/original/Meneau%20Linden%2
0Law360%20Jan%2029%202021.pdf?16123
82681

Acaley v. Vimeo, Inc.
Acaley v. Vimeo, Inc., 464 F. Supp. 3d 
959 (N.D. Ill. 2020).

Vimeo Can't Shift Biometric Privacy 
Suit To Arbitration : 
https://www.law360.com/articles/1
279711

Acaley, who used Vimeo's Magisto 
app to edit photos, filed a 
complaint against Vimeo for 
violation of BIPA by using face-
geometry technology to collect, 
capture and store face geometry 
scans in the photos and videos 
uploaded to the Magisto mobile 
app. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I3ebd1b80fbf911e98bf3fe3b3bd98950.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=3680e240-dbc6-4551-be2e-cce9867fb798&ppcid=605b9b3c1e174fb5b2b3b7c5e11501b1&contextData=(sc.RelatedInfo) Cook Cty. Cir. Court

Cook County judge: Walmart, other 
employers can't look to IL constitution for 
protection from biometrics class actions : 
https://cookcountyrecord.com/stories/5171
97934-cook-county-judge-walmart-other-
employers-can-t-look-to-il-constitution-for-
protection-from-biometrics-class-actions

Aguilar v. Rexnord LLC

Aguilar v. Rexnord LLC, No. 17 CV 
9019, 2018 WL 3239715 (N.D. Ill. July 
3, 2018).

Employee, Aguilar, filed a 
complaint against employer for the 
implementation of a time clock 
system requiring the collection and 
storage of employees' fingerprints 
to authenticate employees' 
identities and track when 
employees started and ended their 
workdays. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I6c44b380e1c811e78b72ea2dbf89118e.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=fa449883-b4a8-492f-b024-b99074a29e7a&ppcid=acb022834c6140e893376815a5cc63e6&contextData=(sc.RelatedInfo)Cook Cty. Cir. Court

Still a Wild Ride : 
https://www.heplerbroom.com/cmss_files
/attachmentlibrary/News/2020-01-14-
insler_charles-il-bipa-update.pdf

Alvarado v. Int'l Laser Prod., Inc.

Alvarado v. Int'l Laser Prod., Inc., No. 
18 C 7756, 2019 WL 3337995 (N.D. Ill. 
June 19, 2019).

Employee, Alvarado, filed a 
complaint against employer for the 
implementation of a timekeeping 
system requiring the collection and 
storage of employees' fingerprints. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I9bc2e990603b11e98c7a8e995225dbf9/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI9bc2e990603b11e98c7a8e995225dbf9%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I9c47f810603b11e9ac92a32dfb518727&ppcid=83411d7c08c841258943f88281130b14&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Folder*cid.1a7c43d80470452e844609b8218383ec*oc.Default%29N.D. Ill.

How to Ride the Litigtaion Rollercoaster 
Driven by the BIPA : 
https://law.siu.edu/_common/documents/l
aw-journal/articles%20-%202019/summer-
2019/8%20-%20Insler%20jr%20final.pdf

Am. Fam. Mut. Ins. Co. v. 
Caremel, Inc.

Am. Fam. Mut. Ins. Co. v. Caremel, 
Inc., No. 20 C 637, 2022 WL 79868 
(N.D. Ill. Jan. 7, 2022).

In a new BIPA decision, coverage 
barred by Employment-Related 
Practices exclusion, but not by Access 
or Disclosure of PI exclusion : 
https://kennedyslaw.com/thought-
leadership/article/in-a-new-bipa-
decision-coverage-barred-by-
employment-related-practices-
exclusion-but-not-by-access-or-
disclosure-of-pi-exclusion/                         
6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

An employee of a McDonald's 
restaurant in Illinois filed a 
complaint against Caremel for the 
implementation of a biometric time 
clock system to record employee 
time worked. Furthermore, 
employees' biometric data were 
disclosed to Caremel's timekeeping 
vendor. Caremel sought defense 
coverage. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Iadd992d071fb11ecbb228c74625c8c89/View/FullText.html?originationContext=riFilings&transitionType=Document&contextData=(sc.Search)&docSource=00b2933529544336910de693e2ce2b6e&rank=4&rulebookMode=false&ppcid=0c01034577384aecb2b5e1aad030f71dN.D. Ill.

BIOMETRIC PRIVACY LAWS How a Little-
Known Illinois Law Made Facebook Illegal : 
https://pep.gmu.edu/wp-
content/uploads/sites/28/2017/06/Biomet
ric-Privacy-Laws-FINAL_really_6.20-.pdf

Am. Fam. Mut., Ins. Co., S.I. v. 
Carnagio Enterprises, Inc.

Am. Fam. Mut., Ins. Co., S.I. v. 
Carnagio Enterprises, Inc. , No. 20 C 
3665, 2022 WL 952533 (N.D. Ill. Mar. 
30, 2022).

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

Angela Karikari claims that her 
former employer, Carnagio 
Enterprises, violated BIPA by 
scanning her fingerprints without  
consent, written releases, or a 
publicly available data Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/Ic2c7ff50736911ecace5ca575407d2a7/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIc2c7ff50736911ecace5ca575407d2a7%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=Ic4145570736911ecaae4b7524a9f2c6c&ppcid=f917a92a7a49441e8b512ca3ffe81290&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Search%29N.D. Ill.

Growing Patchwork of Biometric Privacy 
Laws : 
https://www.americanbar.org/groups/litig
ation/publications/litigation-news/featured-
articles/2019/growing-patchwork-
biometric-privacy-laws/



Am. Fam. Mut., Ins. Co., S.I. v. 
Schmitt South Eola, LLC et al Docket # : 1:20-cv-01872

Insurer, McDonald's Franchisee 
Resolve BIPA Coverage Row : 
https://www.law360.com/articles/1
373018                                                      
Lessons From Insurers' Latest BIPA 
Coverage Arguments : 
https://jenner.com/system/assets/p
ublications/20694/original/Meneau%
20Linden%20Law360%20Jan%2029%
202021.pdf?1612382681

Former employee of McDonald's 
Aurora location, Reinaldo Saucedo, 
alleges that the restaurant violated 
BIPA by requiring employees to 
scan their fingerprints at work and 
then disclosing that biometric data 
within the McDonald's system. The 
insurer, American Family, moved 
for summary judgment, saying the 
underlying suit does not allege that 
the restaurant published any 
personal information, as required 
for coverage. Furthermore, 
American Family claims that the 
policy's exclusions bar coverage for 
alleged violations of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/Ia92f6160281d11ec9f7a826ad40822a5/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIa92f6160281d11ec9f7a826ad40822a5%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=2&docFamilyGuid=Iab6490e0281d11ec97c8d779139b1338&ppcid=8edbc518835444adbfe1974a26fee5c1&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29   N.D. Ill.

Fighting fraud with biometrics in the life 
insurance industry (Josephine Cicchetti) - (I 
downloaded this pdf a while ago but cannot 
seem to find it online anymore - will 
provide through tresorit)

Am. Fam. Mut., Ins. Co., S.I. v. 
1876 Clark LLC et al Docket # : 1:21-cv-02991

Insurer Says McDonald's Franchises 
Not Covered In BIPA Suit : 
https://www.law360.com/articles/1
391125

Employees of McDonald's 
franchisees allege that a franchisee 
violated BIPA by scanning 
employees' fingerprints, failed to 
make publicly available a written 
policy, failed to obtain consent, and 
disclosed such biometric data to 
others within the McDonald's 
system. American family has 
moved for summary judgment on 
its complaint seeking a declaratory 
judgment that it had no duty to 
defend a McDonald's franchisee. Workplace Fingerprint Complaint : https://advance.lexis.com/r/documentprovider/43_bk/attachment/data?attachmentid=urn:contentItem:62V1-46N1-DXDT-G29X-00000-00&attachmenttype=PDF&attachmentname=Click%20to%20view%20PDF%20document&origination=BlobStore&sequencenumber=1&ishotdoc=false&docTitle=&pdmfid=1519217&#page=N.D. Ill.

Developing Laws Address Flourishing 
Commercial Use of Biometric Information : 
https://heinonline-org.proxygt-
law.wrlc.org/HOL/Page?public=true&handl
e=hein.journals/busiltom2016&div=75&star
t_page=1&collection=usjournals&set_as_cu
rsor=0&men_tab=srchresults

A.S. through A.S. v. TikTok Inc.

A.S. through A.S. v. TikTok Inc. , No. 
3:20-CV-00457-NJR, 2020 WL 
3574699 (S.D. Ill. July 1, 2020).

Plaintiff brought a class action 
complaint against TikTok, a video-
sharing social networking service, 
for collecting, capturing, storing, 
and disseminating minor users' 
facial geometric scans without their 
authorization in violation of BIPA. Social Media

General biometric 
ID/info Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8fad6e5096e011eaaa7c9a2c5518bc05.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=86c54a19-c2ea-40b6-a754-672060dab736&ppcid=9829380511414e6791b991eb1bc68226&contextData=(sc.RelatedInfo) S.D. Ill.

Athlete Biometric Data in Soccer: Athlete 
Protection or Athlete
Exploitation? : 
https://via.library.depaul.edu/cgi/viewcont
ent.cgi?article=1185&context=jslcp

Avila v. JDD Inv. Co.

Avila v. JDD Inv. Co. , No. 21 C 1917, 
2021 WL 5905627 (N.D. Ill. Dec. 13, 
2021).

Employee, Avila, worked as a crew 
member at two McDonald's 
locations. She brought a class 
action against employer for the 
implementation of a biometric 
timekeeping device requiring the 
collection and storage of her 
fingerprints without consent in 
violation of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I313b2da0999911eb9a9fb27b80e0c226.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=7996862f-1c8b-4123-83bc-331a08900baa&ppcid=c188cfd732d446ff81bcb78113319961&contextData=(sc.RelatedInfo) N.D. Ill.

Collection and Ownership of Minor League 
Athlete Activity Biometric Data by Major 
League Baseball Franchises : 
https://via.library.depaul.edu/cgi/viewcont
ent.cgi?article=1155&context=jslcp

Bailey v. MV Transportation, Inc.

Bailey v. MV Transportation, Inc. , No. 
20-CV-7448, 2021 WL 4027369 (N.D. 
Ill. July 1, 2021).

Payroll clerk, Bailey, brought a class 
action against employer for the 
implementation of a electronic  
timekeeping system collecting her 
fingerprints without consent in 
violation of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I067e5b50408e11eb80dec3bede5ae1f5.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=640e0da1-3116-4fff-b7f0-12184fa01c3d&ppcid=20ade834adcb4469b83e491a58b3026a&contextData=(sc.RelatedInfo)  Cook Cty. Cir. Court

Actual Harm Means it is too Late: How 
Rosenbach v. Six Flags Demonstrates 
Effective Biometric Information Privacy 
Law : 
https://digitalcommons.lmu.edu/cgi/viewc
ontent.cgi?article=1630&context=elr      

Barnes v. ARYZTA, LLC
Barnes v. ARYZTA, LLC , 288 F. Supp. 
3d 834 (N.D. Ill. 2017).

Employee, Barnes, brought a class 
action against employer for the 
implementation of a biometric time 
tracking system collecting his 
fingerprints without consent in 
violation of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8fe52f60af6c11e780f8ec27b847292a.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=3cf03843-edc7-4940-bd05-9d7989608287&ppcid=ee60b96aae4b4fecb38baa0aaf3f1d3f&contextData=(sc.RelatedInfo)N.D. Ill.



Barton v. Swan Surfaces, LLC.

Barton v. Swan Surfaces, LLC. , No. 20-
CV-499-SPM, 2021 WL 793983 (S.D. 
Ill. Mar. 2, 2021).

Employee, Barton, brought a class 
action against employer for the 
implementation of a biometric time 
tracking system collecting her 
fingerprints without a publicly 
available retention schedule and 
without written consent in violation 
of BIPA. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I2cfff1307bda11eba39cfec032d8837e/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad6ad3f0000018352448de004d82cf5%3Fppcid%3D309c89f2fe234aed8d4a4653fc380775%26Nav%3DCASE%26fragmentIdentifier%3DI2cfff1307bda11eba39cfec032d8837e%26parentRank%3D0%26startIndex%3D1%26contextData%3D%2528sc.Search%2529%26transitionType%3DSearchItem&listSource=Search&listPageSource=86214bef2d50429dec3bd7e1c5c20921&list=CASE&rank=1&sessionScopeId=af2e1daa4da380491722c89ab6becf56e94ce2b578b086709ac1f6d9671c67e9&ppcid=309c89f2fe234aed8d4a4653fc380775&originationContext=Search%20Result&transitionType=SearchItem&contextData=%28sc.Search%29S.D. Ill.

Bell v. SDH Servs. W., LLC

Bell v. SDH Servs. W., LLC , No. 20 C 
3181, 2020 WL 9812014 (N.D. Ill. 
Aug. 27, 2020)

Employee, Bell, alleges that SDH 
used biometric scanning and time-
tracking devices and technology to 
monitor its employees' time on the 
job in violation of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/If74375b0a1d911eab792bac16417f91d.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=24d0fb57-ea13-443b-9d6c-5243dc5915fb&ppcid=a2abb61b65e54889ba6802e0222e5970&contextData=(sc.RelatedInfo)N.D. Ill.

Boyd v. Lazer Spot, Inc.

Boyd v. Lazer Spot, Inc. , No. 19 C 
8173, 2022 WL 557293 (N.D. Ill. Feb. 
23, 2022).

Employee, Boyd, alleges that Lazer 
Spot violated BIPA by collected and 
disclosing employees' fingerprints 
for a biometric timekeeping device 
without consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I910aa8a0fa8511e98b0ed6fe26732b0e.pdf?targetType=state-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=be9eede2-bf40-4c89-ad23-caadc90ca699&ppcid=dfb9c39dabd34e9aa9a3b4e5d39ba0eb&contextData=(sc.Default)N.D. Ill.

Bradenberg v. Meridian Senior 
Living, LLC

Bradenberg v. Meridian Senior Living, 
LLC,  564 F. Supp. 3d 627 (C.D. Ill. 
2021)

Bradenberg, employee at a senior 
living facility, alleges that Meridian 
Senior Living violated BIPA by 
requiring its workers to scan their 
fingerprints into a biometric 
timeclock at the beginning and end 
of each shift. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1d81ec00d66b11eabffbad4b85ad08b3.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=56942f3e-8deb-4cdb-9cdf-7ef09c2642eb&ppcid=5c88dc58aa3c463f8683fe139425399b&contextData=(sc.RelatedInfo)C.D. Ill.

Bray v. Lathem Time Co.

Bray v. Lathem Time Co. , No. 19-
3157, 2020 WL 1492742 (C.D. Ill. Mar. 
27, 2020).

Jurisdiction Can Be A Key Tool For 
BIPA Class Action Defense : 
https://www.law360.com/articles/1
355539/jurisdiction-can-be-a-key-tool-
for-bipa-class-action-defense                    
BIPA Suits Against 3rd-Party Vendors 
Face Numerous Hurdles 
https://www.law360.com/articles/1
300064/bipa-suits-against-3rd-party-
vendors-face-numerous-hurdles

Bray alleges that the defendant 
sold facial recognition time-keeping 
technology (A Lathem device) to his 
employer and that defendant 
violated BIPA by collecting, storing, 
using, and/or disclosing the facial 
recognition data without giving the 
notices and obtaining the consents 
required by BIPA. Workplace Facial geometry Complaint : https://1.next.westlaw.com/Document/I69e887c0724811eab9598d2db129301e/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

Bryant v. Compass Grp. USA, Inc.

Bryant v. Compass Grp. USA, Inc. , 958 
F.3d 617 (7th Cir. 2020), as amended 
on denial of reh'g and reh'g en banc 
(June 30, 2020)

7th Circ. Privacy Ruling Could Expand 
Article III Standing : 
https://www.law360.com/articles/1
341578/7th-circ-privacy-ruling-could-
expand-article-iii-standing-          
Versatile Defense Strategy Is Best 
For Privacy Class Actions :  
https://www.law360.com/articles/1
285213/versatile-defense-strategy-is-
best-for-privacy-class-actions

Bryant, employee at a call center, 
alleges a violation of BIPA as she 
was required to scan her 
fingerprints in order to use her 
workplace cafeteria's Smart Market 
vending machines, owned and 
operated by defendant.

Customer 
(vending 
machine) Fingerprint Opinion : https://1.next.westlaw.com/Document/Ied1583808f0511eab2c3c7d85ec85a54/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad740120000018355e03bf9b5cf5702%3Fppcid%3D219f15925f2e49c59343a0122af05123%26Nav%3DCASE%26fragmentIdentifier%3DIed1583808f0511eab2c3c7d85ec85a54%26parentRank%3D0%26startIndex%3D1%26contextData%3D%2528sc.Search%2529%26transitionType%3DSearchItem&listSource=Search&listPageSource=d6fdc89b6fc77ba9f20a56cd291a4f89&list=CASE&rank=1&sessionScopeId=eed9bfe405571d9212d854b307bfeafa5ace707eb438fa0c895f30c9d13704fd&ppcid=219f15925f2e49c59343a0122af05123&originationContext=Search%20Result&transitionType=SearchItem&contextData=%28sc.Search%297th Cir.

Burlinski v. Top Golf USA Inc.

Burlinski v. Top Golf USA Inc. , No. 19-
CV-06700, 2020 WL 5253150 (N.D. Ill. 
Sept. 3, 2020).

Top Golf, Ex-Workers Say BIPA 
Standing Ruling On Their Side : 
https://www.law360.com/articles/1
278028/top-golf-ex-workers-say-bipa-
standing-ruling-on-their-side                
Top Golf Says Workers Can't Pursue 
Fingerprint Scanner Suit : 
https://www.law360.com/articles/1
216048/top-golf-says-workers-can-t-
pursue-fingerprint-scanner-suit

Burlinksi and Miller, former 
employees at Topgolf allege that 
Topgolf violated BIPA by requiring 
its employees to track their shifts 
using a fingerprint-scan system and 
by later disclosing this fingerprint 
data to a third-party vendor. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ic5407210ee7911ea8a16b8dfad4105f5/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad740120000018355e9f906b5cf5e1e%3Fppcid%3D9dd8761789e64f6b9da54f47162454a7%26Nav%3DCASE%26fragmentIdentifier%3DIc5407210ee7911ea8a16b8dfad4105f5%26parentRank%3D0%26startIndex%3D1%26contextData%3D%2528sc.Search%2529%26transitionType%3DSearchItem&listSource=Search&listPageSource=f8395d0791db211f1d1ac17aa0d4ca40&list=CASE&rank=1&sessionScopeId=eed9bfe405571d9212d854b307bfeafa5ace707eb438fa0c895f30c9d13704fd&ppcid=9dd8761789e64f6b9da54f47162454a7&originationContext=Search%20Result&transitionType=SearchItem&contextData=%28sc.Search%29N.D. Ill.



Callender v. Quality Packaging 
Specialists Int'l, LLC

Callender v. Quality Packaging 
Specialists Int'l, LLC , No. 21-CV-505-
SMY, 2021 WL 4169967 (S.D. Ill. Aug. 
27, 2021)

Callender, former employee of 
defendant, alleges that QPSI's 
implementation of a biometric 
timekeeping system violated BIPA 
by collecting and storing her 
biometric information without 
issuing proper notices, obtaining 
written consent, or disclosing its 
retention and destruction policies. Workplace

General biometric 
ID/info Complaint : https://1.next.westlaw.com/Link/Document/Blob/I48cc72a0ba8f11eb80958fd47babdf7d.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=9e9ccbe2-4b8d-4166-878a-a68155f8d254&ppcid=1603421529024b2199701088b5e19d8e&contextData=(sc.RelatedInfo)S.D. Ill.

Calonia, Jr v. Trinity Property 
Consultants LLC

Calonia v. Trinity Prop. Consultants, 
LLC , No. 20 C 6130, 2022 WL 
2132528 (N.D. Ill. June 14, 2022)

Employee, Calonia, brought a class 
action against his former employer 
for the implementation of a 
biometric timekeeping system 
collecting his fingerprints in 
violation of BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I673ccea04e8411eb8a6f9ded7b40efb4/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Carmean v. Bozzuto Mgmt. Co.

Carmean v. Bozzuto Mgmt. Co. , No. 
20 C 5294, 2021 WL 2433649 (N.D. Ill. 
June 15, 2021).

Ill. Condo Worker's Biometrics Suit 
Barred By Labor Law : 
https://www.law360.com/articles/1
394312/ill-condo-worker-s-
biometrics-suit-barred-by-labor-law

Carmean, former employee at a 
condominium building in Chicago,   
brought a class action against his 
former employer for the 
implementation of a KeyTrak 
scanner collecting his fingerprints in 
violation of BIPA. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I99bc0430ce5511eb9f77ad1f6b0f4bfb/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad740120000018355fc332eb5cf6b9b%3Fppcid%3D84d943583db04af680dc651ccac61ca0%26Nav%3DCASE%26fragmentIdentifier%3DI99bc0430ce5511eb9f77ad1f6b0f4bfb%26parentRank%3D0%26startIndex%3D1%26contextData%3D%2528sc.Search%2529%26transitionType%3DSearchItem&listSource=Search&listPageSource=86977468015c3e2f06882366f6b84688&list=CASE&rank=1&sessionScopeId=eed9bfe405571d9212d854b307bfeafa5ace707eb438fa0c895f30c9d13704fd&ppcid=84d943583db04af680dc651ccac61ca0&originationContext=Search%20Result&transitionType=SearchItem&contextData=%28sc.Search%29N.D. Ill.

Carpenter v. McDonald's Corp.
Carpenter v. McDonald's Corp. , 580 F. 
Supp. 3d 512 (N.D. Ill. 2022).

$5M BIPA Suit Against McDonald's 
Goes To Federal Court : 
https://www.law360.com/articles/1
390989/-5m-bipa-suit-against-
mcdonald-s-goes-to-federal-court

McDonald's customers allege that 
McDonald's violated BIPA by 
implementing artificial  intelligence 
voice assistants in various 
McDonald's drive throughs and  
collecting, storing, and 
disseminating customers' 
voiceprints. Customer Voiceprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Icb430540c01711eb8e58e848b84255cb.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=d341054f-79fa-4ca5-bf00-88e23bbd51fe&ppcid=a397c84f135c4327b5b5b1e526b7c8c4&contextData=(sc.RelatedInfo)N.D. Ill.

Church Mut. Ins. Co. v. Prairie 
Vill. Supportive Living, LLC

Church Mut. Ins. Co. v. Prairie Vill. 
Supportive Living, LLC , No. 21 C 3752, 
2022 WL 3290686 (N.D. Ill. Aug. 11, 
2022)

Church Mutual Needn't Cover Care 
Center's BIPA Suit Defense : 
https://www.law360.com/articles/1
520473

Employee, Brian Field, brought a 
class action against his former 
employer for the implementation of 
a fingerprint scanner collecting his 
fingerprints in violation of BIPA. 
Church Mutual Insurance seeks a 
declaration that it has no duty to 
defend or indemnify Prairie Village 
with respect to Field's lawsuit. Workplace

General biometric 
ID/info Opinion : https://1.next.westlaw.com/Document/I8e8e95801a2311edb446b47a38d7421c/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Citizens Ins. Co. of Am. v. 
Highland Baking Co., Inc.

Citizens Ins. Co. of Am. v. Highland 
Baking Co., Inc. , No. 20-CV-04997, 
2022 WL 1210709 (N.D. Ill. Mar. 29, 
2022)

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

Plaintiffs filed a declaratory 
judgment action seeking 
declarations that they have no duty 
to defend or indemnify defendant in 
an underlying BIPA class action 
brought against Highland Baking Co. Workplace Finger/handprint Opinion : https://1.next.westlaw.com/Document/I830d3c30c4ff11ec99dfd0646e92f5e0/View/FullText.html?originationContext=riFilings&transitionType=Document&contextData=(sc.Default)&docSource=86a50c53aa4b45fcaafff5cc63eeff77&rulebookMode=false&ppcid=b883950376fb446d9b2b520e3edf609eN.D. Ill.

Citizens Ins. Co. of Am. v. 
Thermoflex Waukegan, LLC

Citizens Ins. Co. of Am. v. Thermoflex 
Waukegan, LLC , No. 20-CV-05980, 
2022 WL 602534 (N.D. Ill. Mar. 1, 
2022)

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

Plaintiffs filed a declaratory 
judgment action seeking 
declarations that they have no duty 
to defend or indemnify defendant in 
an underlying BIPA class action 
brought against Thermoflex by 
Gregory Gates. Gates and other 
employees claim that Thermoflex 
violated BIPA by requiring 
employees to use their handprints 
to clock in a clock out for 
attendance. Workplace Handprint Opinion : https://1.next.westlaw.com/Document/I584ebed099ec11ec8d7de70df31b6f95/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.



Citizens Ins. Co. of Am. v. 
Wynndalco Enterprises, LLC

Citizens Ins. Co. of Am. v. Wynndalco 
Enterprises, LLC , No. 20 C 3873, 2022 
WL 952534 (N.D. Ill. Mar. 30, 2022)

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

Plaintiffs filed a declaratory 
judgment action seeking 
declarations that they have no duty 
to defend or indemnify defendant in 
two underlying BIPA lawsuits 
brought against Wynndalco 
Enterprises. Wynndalco is alleged 
to have possessed, marketed, sold, 
and otherwise profited from 
biometric identifiers and 
information in the Clearview AI app 
and database.

Social Media 
scraping 
(Clearview) Facial geometry Opinion : https://1.next.westlaw.com/Document/Ie07ebc80b0c911ecbf45df569f0c2bfa/View/FullText.html?originationContext=riFilings&transitionType=Document&contextData=(sc.Default)&docSource=3dcbbc339e464129974cecca40ad4835&rulebookMode=false&ppcid=b9d47e1e94674fdf8d382e54b66b50f9#co_link_If1c9c4d3b0c911ecb34ba274e2b3a3c3N.D. Ill.

Coleman v. Greenwood Hosp. 
Mgmt., LLC

Coleman v. Greenwood Hosp. Mgmt., 
LLC , No. 21-CV-0806, 2021 WL 
4242463 (N.D. Ill. May 11, 2021)

Briana Coleman alleges that 
Greenwood violated BIPA by 
implementing a biometric 
fingerprint timekeeping system 
without employees' prior consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ia11847906da011eb90e38ce380c44a45.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=513dbbb8-6269-4e3d-9384-ac7d78ed0b53&ppcid=86d993ed1c7e43c68fb1b5a0d4210c2f&contextData=(sc.RelatedInfo)N.D. Ill.

Colon v. Dynacast, LLC

Colon v. Dynacast, LLC , No. 20-CV-
3317, 2021 WL 492870 (N.D. Ill. Feb. 
10, 2021)

Tamara Colon, former employee at 
Dynacast, alleges that defendant 
violated BIPA by implementing a 
biometric scanner for timekeeping 
purposes while failing to inform 
employees of a data 
retention/deletion policy, failing to 
obtain written releases, and other 
various BIPA violations. Workplace Finger/handprint Opinion : https://1.next.westlaw.com/Document/Icad3b0706c4b11eba660be4ce62361b9/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)&firstPage=true&bhcp=1N.D. Ill.

Cothron v. White Castle Sys., Inc.

Cothron v. White Castle Sys., Inc. , 467 
F. Supp. 3d 604 (N.D. Ill. June 16, 
2020)

Cothron, former White Castle 
employee, alleges that defendant 
violated BIPA by requiring 
employees to enroll in its 
DigitalPersona employee database, 
which scans employees' 
fingerprints and is used to 
distribute paychecks as well as 
other functions. White Castle 
collects, stores, uses, and Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/Iddd185b0dcec11ea8f20d69dbf9d7d73/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIddd185b0dcec11ea8f20d69dbf9d7d73%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=Idf665680dcec11ea9b77e6be687dddfd&ppcid=71ac65eca2b848849ece9ab7d0a5d38d&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Crooms v. Sw. Airlines Co.
Crooms v. Sw. Airlines Co. , 459 F. 
Supp. 3d 1041 (N.D. Ill. 2020)

Crooms, former Southwest airlines 
employee, alleges that defendant 
violated BIPA by requiring 
employees to enroll in the Kronos 
employee database using a scan of 
their fingerprints and then storing, 
disclosing, and disseminating these 
fingerprints. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ifcf3c37094fa11ea81b1c9303791cfc3/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Crumpton v. Haemonetics Corp.

Crumpton v. Haemonetics Corp. , No. 
21 C 1402, 2022 WL 952744 (N.D. Ill. 
Mar. 30, 2022)

Mary Crumpton, a plasma donor 
and former employee of 
Haemonetics' customer 
Octapharma Plasma, alleges that 
Octapharma's eQue donor 
management software which used 
a fingerprint scanner to identify 
donors violated BIPA by failing to 
publicly maintain a data 
retentino/deletion policy and failing 

Health 
(donation 
center) Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I42a48370838c11ebb690ea6ad15af094.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=3fb71fec-f588-4a17-90c6-767b645bdfdd&ppcid=bbf804fd23664c959c43ef046d6f48c4&contextData=(sc.RelatedInfo)N.D. Ill.

Crumpton v. Octapharma 
Plasma, Inc.

Crumpton v. Octapharma Plasma, 
Inc. , 513 F. Supp. 3d 1006 (N.D. Ill. 
2021)

Mary Crumpton, a plasma donor 
and former employee Octapharma 
Plasma, alleges that defendant's 
eQue donor management software 
which used a fingerprint scanner to 
identify donors violated BIPA by 
failing to publicly maintain a data 
retentino/deletion policy and failing 
to  obtain donors' informed 
consent.

Health 
(donation 
center) Fingerprint Complaint : https://1.next.westlaw.com/Document/I2adb1a904b4d11ec946db9923828695f/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI2adb1a904b4d11ec946db9923828695f%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I2c0012904b4d11ecb791c4d3d02a9ece&ppcid=fe7af58887cb4c7183d5db0a2eb6b56f&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.



Darty v. Columbia Rehab. & 
Nursing Ctr., LLC

Darty v. Columbia Rehab. & Nursing 
Ctr., LLC , 468 F. Supp. 3d 992 (N.D. 
Ill. 2020)

Ginger Darty, former employee of 
defendant, alleges that defendant 
violated BIPA by implementing a 
timekeeping system that collected, 
stored, and transferred employees' 
handprints without following BIPA 
requirements. Workplace Handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ib09ee0308a6a11ea8fcabf5473a32f37.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=30aeec3d-0a45-4be6-bcd6-e5c2fb2103d8&ppcid=2f856c44ae17494ab50b782e5c4f8dfe&contextData=(sc.RelatedInfo)N.D. Ill.

Davis v. Heartland Employment 
Servs., LLC

LAMONT DAVIS; NAKEA BLOUNT; & 
SHAMIKKAH SLAUGHTER, on behalf 
of themselves & all other persons 
similarly situated, Plaintiffs, v. 
HEARTLAND EMPLOYMENT 
SERVICES, LLC , Defendant., No. 19 C 
680, 2020 WL 13543768 (N.D. Ill. 
Nov. 13, 2020)

Nursing Staff Agency To Pay $5.4M 
In Biometric Privacy Suit : 
https://www.law360.com/articles/1
376414

Plaintiffs allege that defendant 
violated BIPA by requiring 
employees to record their work 
hours through a biometric time 
clock. Defendant collected, stored, 
used, and transferred employees' 
fingerprints without informed 
consent. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Icae034302abd11eda18ac0838af762a5/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)&firstPage=true&bhcp=1N.D. Ill.

Dixon v. Washington & Jane 
Smith Cmty.-Beverly

Dixon v. Washington & Jane Smith 
Cmty.-Beverly , No. 17 C 8033, 2018 
WL 2445292 (N.D. Ill. May 31, 2018)

Cynthia Dixon, former employee of 
defendant, alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
when clocking in and out of work 
without obtaining informed consent 
from employees and while 
systematically disclosing biometric 
data to a 3rd party, out-of state 
vendor (Kronos). Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ifece5e00657011e89868e3d0ed3e7ebe/View/FullText.html?listSource=RelatedInfo&list=CitingReferences&rank=1&docFamilyGuid=Iffec2a10657011e8bc31fad2079b1d82&overruleRisk=true&ppcid=3daec5e4d49248afb3b6c09c2d317994&originationContext=citingreferences&transitionType=CitingReferencesItem&contextData=%28sc.RelatedInfo%29N.D. Ill.

Doe v. Nw. Univ.

Doe v. Nw. Univ. , No. 21 C 1579, 
2022 WL 1485905 (N.D. Ill. Feb. 22, 
2022)

Doe alleges that Northwestern's 
requirement that student exams be 
conducted using remote proctoring 
tools violates BIPA by unlawfully 
collecting, using, and disclosing 
students’ biometric identifiers and 
biometric information without 
written and informed consent.

School (3rd 
party 
proctoring)

General biometric 
ID/info Opinion : https://1.next.westlaw.com/Document/I88ae1dc0d19411ec8e73e9fd8376c306/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Donets v. Vivid Seats LLC

Donets v. Vivid Seats LLC , No. 20-CV-
03551, 2020 WL 9812033 (N.D. Ill. 
Dec. 15, 2020)

Donets, former employee of Vivid 
Seats, alleges that defendant 
violated BIPA by making it a 
condition of employment for 
employees to have their 
fingerprints scanned and stored in a 
time tracking and employee 
authentication system. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8cbe6f50b0f811eab496a974ac808644.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b4b28414-3691-4e4d-bd90-af3aba9205b4&ppcid=121dedee3baa47d58a91f4db5488d963&contextData=(sc.RelatedInfo)N.D. Ill.

Dorian v. Amazon Web Servs., 
Inc.

Dorian v. Amazon Web Servs., Inc. , 
No. 2:22-CV-00269, 2022 WL 
3155369 (W.D. Wash. Aug. 8, 2022)

Dorian was required to use 
proctoring software, ProctorU, 
during remote tests while in college 
in Illinois. ProctorU used 
defendant's facial recognition 
system to analyze and compare 
students' identities. Dorian alleges 
that defendant violated BIPA by 
failing to maintain a publicly 
available data retention/deletion 
schedule and failing to obtain 
consent.

School (3rd 
party 
proctoring) Facial scan Opinion : https://1.next.westlaw.com/Document/Ibd52522017bd11ed8f65a65cff0344af/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)W.D. Wash



Duerr v. Bradley Univ.

Duerr v. Bradley Univ. , No. 
121CV01096SLDJEH, 2022 WL 
1487747 (C.D. Ill. Mar. 10, 2022)

Duerr alleges that Bradley 
University's requirement that 
student exams be conducted using 
the remote proctoring tool 
Respondus Monitor violates BIPA. 
Respondus Monitor performs 
second-by-second analysis of exam 
sessions while scanning test takers' 
facial geometry and environment. 
Respondus Monitor discloses 
biometric data and otherwise fails 
to comply with BIPA. 

School (3rd 
party 
proctoring)

General biometric 
ID/info Opinion : https://1.next.westlaw.com/Document/I36b05870d1c211ec803481e3af707586/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

Durbin v. Carrols Corp.

Durbin v. Carrols Corp. , No. 3:19-CV-
1212-NJR, 2020 WL 134768 (S.D. Ill. 
Jan. 13, 2020)

Cynthia Dixon, former employee at 
Burger King, alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
in a biometric time tracking system 
as a means of authentication 
without informing employees, 
receiving written releases, or 
providing a publicly available 
retention/deletion schedule. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Iceae38c0ff5811e99caf9d2ffe2c0355.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b3127e77-4dbf-4a06-bd38-f06fc0612a63&ppcid=86ee20872ec148ad8ed8487d51ecac9c&contextData=(sc.RelatedInfo)S.D. Ill.

Espinosa v. RevMD Partners, LLC

Espinosa v. RevMD Partners, LLC , No. 
2019-L-000523, 2019 WL 2103430 
(Ill. Cir. Ct. May 10, 2019)

Still a Wild Ride : 
https://www.heplerbroom.com/cmss
_files/attachmentlibrary/News/2020-
01-14-insler_charles-il-bipa-
update.pdf                                 
REVMD PARTNERS: Espinosa Suit 
Asserts BIPA Breach : 
http://www.bankrupt.com/CAR_Publi
c/190524.mbx

Defendant required Plaintiff and 
other employees to scan their 
fingerprints in Defendant’s 
biometric time clock each time they 
started and finished working a shift, 
and when they clocked in and out 
for lunch breaks. Workplace Fingerprint

Farias v. R.R. Donnelley & Sons, 
Co.

Farias v. R.R. Donnelley & Sons, Co. , 
No. 20 C 7468, 2021 WL 5278711 
(N.D. Ill. Apr. 26, 2021)

Plaintiff, former employee of 
defendant, alleges that defendant 
violated BIPA by collecting and 
storing employees' fingerprints to 
track time worked without 
employees' consent, written 
releases, or a publicly available 
retention/deletion schedule, Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Icb136c6040b811ebbbcb842cfabfc87a.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=84dc029f-1a27-4af3-a51b-ecf327d9de73&ppcid=9d77964531694262ab9c667940b8da74&contextData=(sc.RelatedInfo)N.D. Ill.

Fee v. Illinois Inst. of Tech.

Fee v. Illinois Inst. of Tech. , No. 21-
CV-02512, 2022 WL 2791818 (N.D. Ill. 
July 15, 2022)

Fee alleges that IIT's use of a 
remote proctoring tool (Respondus 
Monitor) utilizing facial recognition 
technology during online exams 
violated BIPA. Respondus Monitor 
verifies students' identities by 
capturing students' facial geometry 
and other biometric identifiers to 
conduct facial detection checks.

School (3rd 
party 
proctoring) Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8ca8deb0b20511eb99819a478ea8537c.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=a8c0f86a-ee72-4958-9e0e-61617e730954&ppcid=ebdc2073f14c4a8e98d2a14a6006c079&contextData=(sc.Default)N.D. Ill.

Fernandez v. Kerry, Inc.
Fernandez v. Kerry, Inc. , 14 F.4th 644 
(7th Cir. 2021)

BIPA Ruling May Limit Employer 
Liability Under Labor Law : 
https://www.law360.com/articles/1
485139/bipa-ruling-may-limit-
employer-liability-under-labor-law               

Plaintiffs allege that Kerry violated 
BIPA by collecting and storing 
employees' fingerprint data and 
requiring employees to scan their 
fingerprints to clock in and out of 
work without informed consent, a 
written release, or a publicly 
available retention/deletion 
schedule. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I69dbe9601a6d11eca2c9cdfd717544ca/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.



Field  v. Prairie Village 
Supportive Living, LLC

Care Facility Says It's Owed 
Coverage In BIPA Suit : 
https://www.law360.com/articles/1
499260/care-facility-says-it-s-owed-
coverage-in-bipa-suit-

Figueroa v. Kronos Inc.
Figueroa v. Kronos Inc. , 454 F. Supp. 
3d 772 (N.D. Ill. 2020)

Kronos' $15.3M Biometric Privacy 
Deal Gets Early OK : 
https://www.law360.com/articles/1
467242/kronos-15-3m-biometric-
privacy-deal-gets-early-ok

Kronos provides timekeeping 
systems to thousands of employers. 
These systems collect, store, and 
use employees' finger or handprints 
without informing them of 
purposes for collecting data, 
without maintaining publicly 
available data retention policies, 
and while disseminating 
employees' biometric data without 
their knowledge. Workplace Finger/handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I3db18e00362f11e98d3dc4fb32462f16.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b011d075-ed79-4501-ad32-2b42b77541d5&ppcid=8db597ddfe8f49d1a6c83eb684448696&contextData=(sc.RelatedInfo)N.D. Ill.

Fisher v. HP Prop. Mgmt., LLC
Fisher v. HP Prop. Mgmt., LLC , 2021 IL 
App (1st) 201372

Fisher, portfolio manager, filed a 
class action against his employer 
for implementation of biometric 
device (collecting, storing, and 
disseminating employees' 
fingerprints) used to access keys for 
rental properties. He later amended 
his complaint to naming the seller 
of the biometric device as a 
defendant. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I39acfdc0b78311ecac179f65adb548d6/View/FullText.html?originationContext=kcCitingReferences&transitionType=Document&contextData=(sc.Default)&docSource=5f1cc2680acc4eb988c97d70297bd908&rulebookMode=false&ppcid=81df255711bb49b88dcddd36281123b71st District Ill App

Fleury v. Union Pac. R.R. Co.

Fleury v. Union Pac. R.R. Co. , No. 20-
CV-00390, 2022 WL 1803357 (N.D. Ill. 
June 2, 2022)

Biometric Privacy Suit Against Union 
Pacific Railroad to Proceed : 
https://www.bloomberglaw.com/blo
omberglawnews/privacy-and-data-
security/XC5S0G48000000?bna_news
_filter=privacy-and-data-
security#jcite

Fleury, truck driver, filed a class 
action against his employer for 
requiring him to provide biometric 
information through "identity 
verification kiosks" without his 
consent, retention/destruction 
policies, or any written disclosures. Workplace

General biometric 
ID/info Complaint : https://www.bloomberglaw.com/product/blaw/document/X5VBMAEPTBS89TBL70E82VTPRVJN.D. Ill.

Flores v. Motorola Solutions, Inc.

Flores v. Motorola Sols., Inc. , No. 
1:20-CV-01128, 2021 WL 232627 
(N.D. Ill. Jan. 8, 2021)

Defendants Motorola and Viligant 
are alleged to have violated BIPA by 
profiting from unlawfulling 
collecting, disclosing, and 
disseminating biometric data 
obtained from facial scans of 
millions of mugshots without 
informing the impacted individuals 
or obtaining written releases from 
these individuals. Facial geometry Complaint : https://1.next.westlaw.com/Document/I3edaf550f1e311ec8506f2e4e01938f3/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI3edaf550f1e311ec8506f2e4e01938f3%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I40c475d0f1e311ec982dc33dd513e981&ppcid=29409407d8cb4d6c82f41af44853ae48&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Fox v. Dakkota Integrated Sys., 
LLC

Fox v. Dakkota Integrated Sys., LLC , 
980 F.3d 1146 (7th Cir. 2020)

7th Circ. Privacy Ruling Could Expand 
Article III Standing : 
https://www.law360.com/articles/1
341578/7th-circ-privacy-ruling-could-
expand-article-iii-standing-                    

Fox alleges that Dakkota violated 
BIPA by requiring employees to 
scan their hands to track work hours 
and storing and disseminating 
employees' biometric data without 
informed consent, a written 
release, or publicly available 
retention/destruction policies. Workplace Handprint Opinion : https://1.next.westlaw.com/Document/Ifdf3ef40294011eba094ed6df7a8b3f2/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.

Frisby v. Sky Chefs, Inc.

Frisby v. Sky Chefs, Inc. , No. 19 C 
7989, 2020 WL 4437805 (N.D. Ill. 
Aug. 3, 2020)

Air Caterer Dodges Ill. Biometric 
Claims, But Not OT Row : 
https://www.law360.com/articles/1
297845/air-caterer-dodges-ill-
biometric-claims-but-not-ot-row

Frisby alleges that Sky Chefs 
violated BIPA by requiring its hourly 
employees to clock in and out of 
work via fingerprint scans and by 
sharing biometric data with a third 
party vendor (amongst other BIPA 
violations) Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I7d3186f017c711ea8d42978eb9ebe40e.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=a5a439be-80f1-4f7e-9759-9e58e01719a1&ppcid=eaf2d3f7a902423b9d0503a26085ac84&contextData=(sc.Default)N.D. Ill.



Gamboa v. Proctor & Gamble Co.

Gamboa v. Proctor & Gamble Co. , No. 
21 C 6515, 2022 WL 1639559 (N.D. Ill. 
May 24, 2022)

Gamboa alleges that defendant 
violated BIPA by collecting, storing, 
using, and disseminating scans of 
users' facial geometry with the Oral 
B smartphone application without 
informed consent, a written 
release, or publicly available 
retention/destruction policies. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I2b43edc056ee11ec95129be379a703c1.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=04db2f9e-3d52-4476-88e2-e50116052332&ppcid=4ee06b65845d44ef8957067c3eb1140c&contextData=(sc.RelatedInfo)N.D. Ill.

Garner v. Buzz Finco LLC

Garner v. Buzz Finco LLC , No. 3:21-CV-
50457, 2022 WL 1085210 (N.D. Ill. 
Apr. 11, 2022)

Garner alleges that defendants' 
dating service, Badoo, offered a 
lookalike feature that scanned and 
stored users' photos and biometric 
facial geometry without informed 
consent, a written release, or a 
publicly available retention/deletion 
policy. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I945f1ac0548f11eca431de1cb1972d14.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=158d323d-50be-446c-9bc2-70ed027d1b8c&ppcid=757454c432b54308a64c01a548833743&contextData=(sc.RelatedInfo)N.D. Ill.

Gates v. Eagle Foods Grp., LLC

Gates v. Eagle Foods Grp., LLC , No. 
20 C 6525, 2021 WL 1340805 (N.D. Ill. 
Apr. 9, 2021)

Gates, former employee of 
defendant, alleges that his 
emploter violated BIPA by collecting 
and storing his handprint each time 
he began and ended his workday 
without informed consent, a 
written release, or a publicly 
available data retention/deletion 
policy. Workplace Handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I6c00a4601e1511eb9c57bad36f47b79f.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=f64637ec-ae02-4c0f-ac5b-401c5d03b833&ppcid=f193fbd89cc2472d9dc4b69fca425ddd&contextData=(sc.RelatedInfo)N.D. Ill.

Gibbs v. Abt Elecs., Inc.

Gibbs v. Abt Elecs., Inc. , No. 21 C 
6277, 2022 WL 1641952 (N.D. Ill. May 
24, 2022)

Gibbs, former employee of 
defendant, brings multiple claims 
against Abt electronics, including an 
allegation that employer violated 
BIPA by collecting and storing his 
fingerprints without informed 
consent, a written release, or a 
publicly available data 
retention/deletion policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I60c4c2504c8d11ec9049ea82c638ec3c.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=205a6eb5-6932-422a-bc5e-d601bc77acf5&ppcid=f01b10e403e24e83a4ec4552547074eb&contextData=(sc.RelatedInfo)N.D. Ill.

Gil v. True World Foods Chicago, 
LLC

Gil v. True World Foods Chicago, LLC , 
No. 20 C 2362, 2020 WL 7027727 
(N.D. Ill. Nov. 30, 2020)

Plaintiffs Gil and Hernandez, former 
truck drivers for defendant, allege 
that defendant violated BIPA by 
implementing biometric 
timekeeping devices that scanned, 
collected, and obtained their hand 
and fingerprints without informed 
consent, a written release, or a 
publicly available data 
retention/deletion policy and while 
disclosing such data to at least one 
3rd party vendor. Workplace Finger/handprint Opinion : https://1.next.westlaw.com/Document/Ie9bf71a033bf11ebb8aed9085e1cb667/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Goings v. UGN, Inc.

Goings v. UGN, Inc. , No. 17-CV-9340, 
2018 WL 2966970 (N.D. Ill. June 13, 
2018)

George Goings, former employee of 
UGN and AAI, alleges that UGN 
violated BIPA by requiring that 
employees scan their fingerprints at 
the beginning and end of workdays. 
AAI acquired UGN and continued 
this practice, eventually requiring 
employees to scan their handprints. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Id84f5150ec3811e7b5eba46c1e3948df.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=7a680223-67a6-41c9-b365-6109c9ff34f6&ppcid=31342ec46d18436db16769afbf8c79ed&contextData=(sc.RelatedInfo)N.D. Ill.



Gray v. Univ. of Chicago Med. 
Ctr., Inc.

Gray v. Univ. of Chicago Med. Ctr., 
Inc. , No. 19-CV-04229, 2020 WL 
1445608 (N.D. Ill. Mar. 25, 2020)

Gray, former Registered Nurse at 
the University of Chicago Medical 
Center, alleges that defendant 
violated BIPA by requiring 
employees to scan their handprints 
in a biometric medication 
dispensing devices each time they 
needed to gain access to the 
software and/or stored materials 
within without publicly available 
retention/deletion schedules Workplace Handprint Opinion : https://1.next.westlaw.com/Document/I2377a6006f1d11eaafc9a4147037e074/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Gullen v. Facebook, Inc.
Gullen v. Facebook, Inc. , 772 F. App'x 
481 (9th Cir. 2019)

Jurisdiction Can Be A Key Tool For 
BIPA Class Action Defense : 
https://www.law360.com/articles/1
355539/jurisdiction-can-be-a-key-tool-
for-bipa-class-action-defense             
Facebook Beats Non-Users' 
Biometric Privacy Suit : 
https://www.law360.com/articles/1
029404

Gullen alleges that Facebook 
violated BIPA by collecting, storing, 
and using users' biometric data and 
creating face templates using facial 
recognition technology on users' 
photographs without informed 
written consent. Social Media Facial geometry Opinion : https://1.next.westlaw.com/Document/Ic87ee27037e411e884b4b523d54ea998/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad62af0000001838496fe5e40e849ba%3Fppcid%3D20fa2607bd0c4521b7ba7d5aaa3dff22%26Nav%3DCASE%26fragmentIdentifier%3DIc87ee27037e411e884b4b523d54ea998%26parentRank%3D0%26startIndex%3D1%26contextData%3D%2528sc.Search%2529%26transitionType%3DSearchItem&listSource=Search&listPageSource=18690eae46aa7930d7b5124f025a8e7a&list=CASE&rank=1&sessionScopeId=5e391e0a2d92c7c821922b9fb082684ff3b3d4803b15d016d1e1d33a7ef4f5e8&ppcid=20fa2607bd0c4521b7ba7d5aaa3dff22&originationContext=Search%20Result&transitionType=SearchItem&contextData=%28sc.Search%299th Cir.

Gutierrez v. Wemagine.AI LLP

Gutierrez v. Wemagine.AI LLP , No. 21 
C 5702, 2022 WL 252704 (N.D. Ill. 
Jan. 26, 2022)

Wemagine owns a mobile 
application, Voila AI Artist that uses 
artificial intelligence to take a 
person’s face from an ordinary 
photo and transform the face to 
look like a cartoon or painting. 
Gutierrez alleges that Wemagine 
violated BIPA by collecting users' 
biometric data and disseminating it 
to third party vendors without 
users' consent. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I87d8756036a011ecb9d3de5c9791f9a4.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=0fb27699-ee5c-4278-a230-919770531789&ppcid=371439d1a0eb40cfbd51b20b4afc6807&contextData=(sc.RelatedInfo)N.D. Ill.

Hall v. Meridian Senior Living, 
LLC

Hall v. Meridian Senior Living, LLC , 
No. 21-CV-55-SMY, 2021 WL 2661521 
(S.D. Ill. June 29, 2021)

Hall, former employee at one of 
Meridian's facilities, alleges that 
defendant violated BIPA by 
requiring employees to use 
timekeeping technology to clock in 
and out of work without employees' 
informed consent or written 
releases. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I9cffb88056eb11eb9dbf9baa4530f097.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=9be79519-c9a0-41aa-afda-18c5a802cea2&ppcid=62b3c2d5f0dd47d98b41913f656de821&contextData=(sc.RelatedInfo)S.D. Ill.

Harvey v. Resurrection Univ.

Harvey v. Resurrection Univ ., No. 21-
CV-3203, 2022 WL 3716213 (N.D. Ill. 
Aug. 29, 2022)

Harvey, student at Ressurection 
University, alleges that the 
requirement that student exams be 
conducted using the remote 
proctoring tool Respondus Monitor 
violates BIPA. Respondus Monitor 
collects, captures, stores, and 
disseminates students' biometric 
data without informed consent, 
written releases, or a publicly 
available data retention/deleiton 
policy.

School (3rd 
party 
proctoring)

Facial geometry, 
voice prints Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8cd94000cdfd11eb84f8c4cdcc866dea.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=098c9c4e-f4cb-47ce-bfa5-c4d297a2bf0b&ppcid=eec26fbc35254209928aa572fd08e1d4&contextData=(sc.RelatedInfo)N.D. Ill.



Hazlitt v. Apple Inc.
Hazlitt v. Apple Inc. , 543 F. Supp. 3d 
643 (S.D. Ill. 2021)

Apple Can't Duck Facial Recognition 
Privacy Class Action : 
https://www.law360.com/articles/1
328278/apple-can-t-duck-facial-
recognition-privacy-class-action

Hazlitt alleges that Apple violated 
BIPA by collecting, possessing, and 
profiting from users' biometric 
identifiers and information through 
the Photos software application on 
Apple phones, tablets, and 
computers. Photos allegedly 
automatically collects scans of 
users' facial geometry from 
photographs without the knowledge 
or informed written consent of 
those photographed. Mobile app Facial geometry Opinion : https://1.next.westlaw.com/Document/Ib3ebb680cef911ebb3e9e9c11eed0d52/View/FullText.html?docFamilyGuid=Ib60fa7f0cef911eba2cece48794c67e5&ppcid=6c805024cf344c44a883523523145bca&transitionType=History&contextData=%28sc.Default%29S.D. Ill.

Healy v. Honorlock Inc.

Healy v. Honorlock Inc. , No. 21-81912-
CIV, 2022 WL 2352482 (S.D. Fla. June 
29, 2022)

Healy alleges that Honorlock, an 
online test proctoring company, 
violated BIPA by scanning students' 
face geometry to verify identity and 
ensure that students are focused on 
their computer screens while taking 
tests. Additionally, Honorlock 
analyzes students' voice to flag 
suspicious behavior and 
disseminates biometric data 
without students' informed 
consent, written releases, or a 
publicly available retention/deletion 

School (3rd 
party 
proctoring)

Facial geometry, 
voice, eyes Opinion : https://1.next.westlaw.com/Document/I99153da0f8c311ecbca9cb4b6a122f65/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)S.D. Fla. 

Heard v. Becton, Dickinson & Co.
Heard v. Becton, Dickinson & Co. , 524 
F. Supp. 3d 831 (N.D. Ill. 2021)

Ill. University Says Online Testing 
BIPA Suit Gets An F : 
https://www.law360.com/articles/1
391489/ill-university-says-online-
testing-bipa-suit-gets-an-f                             
Becton Beats Biometric Privacy Suit 
Over Med Dispenser : 
https://www.law360.com/articles/1
246955/becton-beats-biometric-
privacy-suit-over-med-dispenser

Heard, respiratory specialist, who 
has worked for multiple hospitals 
that use the Pyxis MedStation 
System for hospital workers to 
obtain medication for patients by 
scanning employees' fingerprints. 
Pyxis is one of the defendant's 
products. Employees' fingerprint 
data were collected and 
disseminated without informed 
consent, written releases, or a 
publicly available data 

Health 
(automatic 
medication 
dispenser) Fingerprint Complaint : https://1.next.westlaw.com/Document/Iacde9c7029e211ebaa198bf392e9e403/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIacde9c7029e211ebaa198bf392e9e403%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=Iae28cfb029e211eba32ff325f2ad91d7&ppcid=9637595e15484d5eb025d80f971d6f0c&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Herron v. Gold Standard Baking, 
Inc.

Herron v. Gold Standard Baking, Inc. , 
No. 20-CV-07469, 2021 WL 1340804 
(N.D. Ill. Apr. 9, 2021)

Herron alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
in a timekeeping system throughout 
the workday. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ia1b70b6040b811ebb787ac7d8fc84207.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=9a896fe7-8982-4804-a072-8f9c429e253c&ppcid=6753ae905f4645689f0e0b0bb2ecc6c8&contextData=(sc.RelatedInfo)N.D. Ill.

Hicks v. Evergreen Living & 
Rehab Ctr., LLC

Hicks v. Evergreen Living & Rehab 
Ctr., LLC , No. 20-CV-04032, 2021 WL 
4440316 (N.D. Ill. Aug. 16, 2021)

Hicks alleges that defendant 
violated BIPA  by requiring 
employees to scan their fingerprints 
in a biometric attendance-tracking 
system. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I619e1fd020f211ec8937b98eb322286f/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

H.K. through Farwell v. Google 
LLC

H.K. through Farwell v. Google LLC , 
No. 121CV01122SLDJEH, 2022 WL 
1568361 (C.D. Ill. Mar. 31, 2022)

Plaintiffs allege that Google 
violated BIPA by collecting, storing, 
and using the biometric data of 
schoolchildren without their 
parents' consent or knowledge. 
Google's ChromeBook laptops 
equipped with G Suite for Education 
are used by students at schools 
nationwide and is used to record 
students' voiceprints and facial 

School 
(computer 
software)

Facial geometry, 
voice prints Complaint : https://1.next.westlaw.com/Link/Document/Blob/I43ee6740a24611ebb291c8126c766cca.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=0acdc64b-d68a-44e9-9f76-d3bd48f553c4&ppcid=1f414e3b9b6d4c338b2fb1fa5bd7f3dc&contextData=(sc.RelatedInfo)C.D. Ill.

Hogan v. Amazon.com, Inc.

Hogan v. Amazon.com, Inc. , No. 21 C 
3169, 2022 WL 952763 (N.D. Ill. Mar. 
30, 2022)

Judge Trims BIPA Suit Over Amazon 
Photos Service : 
https://www.law360.com/articles/1
479371

Hogan alleges that Amazon violated 
BIPA by collecting biometric data 
through Amazon Photos service. All 
faces in photos uploaded to 
Amazon Photos are scanned. These 
facial scans have since been used to 
train Rekognition, a photo analysis 
technology. Photo app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8a8cf6c0cb2311ebb8079f95de84c3b2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=cd825afd-1942-4b81-a18d-2507842fb6cd&ppcid=6c475098c4484022ba1a7f826008572f&contextData=(sc.RelatedInfo)N.D. Ill.



Horn v. Method Prod., PBC

Horn v. Method Prod., PBC , No. 21 C 
5621, 2022 WL 1090887 (N.D. Ill. Apr. 
12, 2022)

Horn alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
to clock in and out of work without 
providing publicly available 
retention/deletion guidelines, 
without  obtaining employees' 
written consent, and by 
disseminating employees' Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I0798e0b032bd11ec85daedc7979b94e9.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=da54548a-c0a2-4d5d-ab66-0b93f4a78d9c&ppcid=e5c2bd141900491fb5d9ee166199db08&contextData=(sc.RelatedInfo)N.D. Ill.

Howe v. Speedway LLC

Howe v. Speedway LLC , No. 17-CV-
07303, 2018 WL 2445541 (N.D. Ill. 
May 31, 2018)

Speedway Ill. Biometric Privacy Suit 
Remanded Over Standing : 
https://www.law360.com/articles/1
048966

Howe alleges that Speedway 
violated BIPA by requiring its 
employees to scan their 
fingerprints, stored in a database 
operated by Kronos, to authenticate 
their identities and to track their Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Id73e22c0657611e88a14e1fba2b51c53/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Hunter v. Automated Health Sys., 
Inc.

Hunter v. Automated Health Sys., Inc. , 
No. 20 C 3134, 2020 WL 4812712 
(N.D. Ill. Aug. 17, 2020)

Hunter alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
to punch in and out of work without 
first obtaining consent. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I0df985a0e27c11eab5eeeeed678e6b81/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Ibarra v. Prospera, LLC

Ibarra v. Prospera, LLC , No. 20 C 
7015, 2021 WL 1921015 (N.D. Ill. May 
12, 2021)

Ibarra, former housekeeper at a 
hotel managed by defendants, 
alleges that defendants violated 
BIPA by requiring employees to 
scan their fingerprint as an 
authentication method to track 
work time and breaks. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I3700e3202f7b11eb8c70fcb89de5c53e.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=06f94bf7-efc5-4e75-97a2-cb609a3c0fc3&ppcid=b25eedd3f959431b94800de5d9ea321f&contextData=(sc.RelatedInfo)N.D. Ill.

In re TikTok, Inc., Consumer Priv. 
Litig.

In re TikTok, Inc., Consumer Priv. 
Litig. , 565 F. Supp. 3d 1076 (N.D. Ill. 
2021)

TikTok settlement highlights power 
of privacy class actions to shape US 
protections : 
https://iapp.org/news/a/tiktok-
settlement-highlights-power-of-
privacy-class-actions-to-shape-u-s-
protections/                                           
$92M TikTok Biometric Deal Gets Ill. 
Court's Final Blessing : 
https://www.law360.com/articles/1
523302

This litigation consists of 21 
putative class action lawsuits filed 
in California and Illinois. These suits 
stem from the collection, use, and 
storage of biometric data and 
information through TikTok. The 
complaint alleges that TikTok 
profited from disseminating users' 
biometric identifiers without 
consent and while committing 
multiple BIPA violations. Social Media Facial geometry Opinion : https://1.next.westlaw.com/Document/I47250940228f11ecb76ac8367f94fc34/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Jacobs v. Hanwha Techwin Am., 
Inc.

Jacobs v. Hanwha Techwin Am., Inc. , 
No. 21 C 866, 2021 WL 3172967 (N.D. 
Ill. July 27, 2021)

Defendant markets and sells video 
technology products, including 
security cameras. Plaintiff alleges 
that these security cameras, 
installed at the entrance of a T.J. 
Maxx store, can perform facial 
recognition and defendant collected 
his biometric data though facial 
recognition technology in the 
security cameras to track, identify, 
and prosecute shoplifters. This data 
was collected, stored, and disclosed 
without shoppers' consent or 
knowledge.

Tech products 
(security 
cameras) Facial geometry Opinion : https://1.next.westlaw.com/Document/I70fb7970ef9011ebac75fa2e6661ce2a/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Johns v. Paycor, Inc.

Johns v. Paycor, Inc. , No. 20-CV-
00264-DWD, 2021 WL 2627974 (S.D. 
Ill. May 11, 2021)

Johns claims that Paycor violated 
the BIPA. Paycor is a timekeeping 
technology and payroll services 
provider. Plaintiffs allege that 
Paycor violated BIPA by collecting, 
using and disseminating 
employees' fingerprints obtained 
through their use of time clocks. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1f994060640611eab0bacac46f97e7fa.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=1e4bcb00-9494-461a-adcd-ef06de52a1ad&ppcid=5c843bb94bf8451689c41df48f31b704&contextData=(sc.RelatedInfo)S.D. Ill.



Johnson v. Mitek Sys., Inc.

Johnson v. Mitek Sys., Inc. , No. 22 C 
349, 2022 WL 1404749 (N.D. Ill. May 
4, 2022)

Mitek offers biometric verification 
services to companies such as 
Hyrecar, a car rental service. 
Johnson alleges that Mitek violated 
BIPA by using its facial-recognition 
technology to scan Hyrecar app 
users' driver's licenses and 
photographs to verify their age and 
identity. Car rental Facial geometry Opinion : https://1.next.westlaw.com/Document/Iabb73160cc3711ecb4188441c7914eb5/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Johnson v. United Air Lines, Inc.

Johnson v. United Air Lines, Inc. , No. 
17 C 08858, 2018 WL 3636556 (N.D. 
Ill. July 31, 2018).

Johnson alleges that United 
violated BIPA by requiring that 
employees scan their fingerprint 
when clocking in and out of work 
for timekeeping purposes. United 
did not obtain employee consent for 
any transmission to third parties of 
their employees' biometric Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ia84db0808e3711e9a3ecec4a01914b9c/View/FullText.html?navigationPath=RelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3ForigDocGuid%3DIa2a25d804a1111e9bed9c2929f452c46%26docSource%3D2ec9621c35a14c1da797c1164bf76b60%26rank%3D0&listSource=RelatedInfo&list=NegativeCitingReferences&rank=0&ppcid=43baf2ca258f41c8b8915f495292bef3&originationContext=docHeader&transitionType=NegativeTreatment&contextData=%28sc.Default%29N.D. Ill.

Jones v. IAS Logistics DFW, LLC

Jones v. IAS Logistics DFW, LLC , No. 
19 C 2510, 2021 WL 7627510 (N.D. Ill. 
Apr. 27, 2021)

Jones alleges that IAS Logistics 
violated BIPA by requiring that 
employees scan their fingerprint in 
its biometric time tracking system 
as a means of authentication 
without informed consent, written 
releases, or publicly available 
retention/deletion policies. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1460d8105d8711e9af68a4c9e6b686df.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=c6d60e41-4110-4d7a-a3e6-450ea31fbc7e&ppcid=02f3d98e534248f7bc491ad8a61decc2&contextData=(sc.RelatedInfo)N.D. Ill.

Karling v. Samsara Inc.

Karling v. Samsara Inc. , No. 22 C 295, 
2022 WL 2663513 (N.D. Ill. July 11, 
2022)

Tech Co. Can't Slip Trucker's 
Biometric Privacy Suit : 
https://www.law360.com/articles/1
510487/tech-co-can-t-slip-trucker-s-
biometric-privacy-suit

Samsara provides facial recognition 
software and sensors to 
commercial fleets and industrial 
operations. These are used to 
monitor truck drivers for signs of 
fatigue and distracion. Karling, 
former truck driver for Lily 
transportation, alleges that Samara 
violated BIPA by capturing and 
storing scans of truck drivers' faces 
without written releases, the 
required statutory disclosures, or a 
retention and destruction policy. Workplace Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I0c5c452078da11ecb1329ea72122baba.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=e204c943-7e5f-434e-a501-b9ead6e9cbf7&ppcid=6bc5ac853185426abe58d09893f521c4&contextData=(sc.RelatedInfo)N.D. Ill.

Kalb v. GardaWorld CashLink LLC

Kalb v. GardaWorld CashLink LLC , No. 
1:21-CV-01092, 2021 WL 1668036 
(C.D. Ill. Apr. 28, 2021)

Jones alleges that CashLink violated 
BIPA by requiring that employees 
scan their fingerprints in its 
biometric time clocks without 
informed consent, written releases, 
or publicly available 
retention/deletion policies. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I8501ca0086bd11eb9419914bb826b667.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=8e104147-997c-4e5c-9979-1694b43d7bd7&ppcid=c83bbf5489424f77b30dca5592f9cd83&contextData=(sc.RelatedInfo)C.D. Ill.

Kashkeesh v. Microsoft Corp.

Kashkeesh v. Microsoft Corp. , No. 21 
C 3229, 2022 WL 2340876 (N.D. Ill. 
June 29, 2022)

Microsoft Wants To Ax Uber Drivers' 
Remaining BIPA Claims : 
https://www.law360.com/articles/1
523962/microsoft-wants-to-ax-uber-
drivers-remaining-bipa-claims-

Plaintiffs, former Uber drivers,  
were required to photograph their 
faces in real time through Uber's 
Real Time ID Check security feature 
which then transferred drivers' 
photos to Microsoft's Face 
Application Programming Interface. 
Plaintiffs allege that Microsoft 
violated BIPA by collecting, 
analyzing, and disseminating 
plaintiffs' facial biometrics without 
drivers' consent.

Mobile app 
(uber) Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I691eaeb0ced011ebb94ed51af6178884.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=08c5ae01-9f8e-491e-9405-59bbed182c20&ppcid=35a7ad39826b41d0b5eddaaaa07227a2&contextData=(sc.RelatedInfo)N.D. Ill.



K.F.C. by & though Clark v. Snap, 
Inc.

K.F.C. by & though Clark v. Snap, Inc. , 
No. 3:21-CV-9-DWD, 2021 WL 
2376359 (S.D. Ill. June 10, 2021), 
aff'd sub nom. K.F.C. v. Snap Inc., 29 
F.4th 835 (7th Cir. 2022)

Plaintiff alleges two Snapchat 
features utilize scans of users' 
facial geometry without publicly 
available retention/deletion 
guidelines and without providing 
notice or obtaining users' consent in 
violation of BIPA.

Mobile app 
(snapchat) Facial geometry Opinion : https://1.next.westlaw.com/Document/I9aebabe0ca7611ebad5ee2f087419ae6/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.

Kiefer v. Bob Evans Farms, LLC
Kiefer v. Bob Evans Farms, LLC , 313 
F. Supp. 3d 966 (C.D. Ill. 2018)

Bob Evans Latest To Face Suit Over 
Ill. Biometrics Law : 
https://www.law360.com/articles/9
79967/bob-evans-latest-to-face-suit-
over-ill-biometrics-law

Kiefer alleges that Bob Evans 
violated BIPA by requiring that 
employees scan their fingerprintsto 
access systems to record work 
hours and enter customer orders 
without informed consent, written 
releases, or publicly available 
retention/deletion policies. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ic49529805f1211e88808c81b5a222cba/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

King v. PeopleNet Corp.

King v. PeopleNet Corp. , No. 21 CV 
2774, 2021 WL 5006692 (N.D. Ill. Oct. 
28, 2021)

PeopleNet Must Face Ill. Biometric 
Privacy Claims In 2 Courts : 
https://www.law360.com/articles/1
436164/peoplenet-must-face-ill-
biometric-privacy-claims-in-2-courts

King was required to clock in and 
out of work each day using a face 
scanner provided to her employer 
by PeopleNet Corporation. King 
alleges that defendant collected, 
stored, transmitted, and 
disseminated biometric information 
from the facial scanner in violation 
of BIPA. Workplace Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I927c76b0ba8111eb87c89ba2ca75fc9a.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=59948c8d-9995-415d-ab0c-36aeeebb1299&ppcid=1c321ac355934c0bac309fd0fb96e366&contextData=(sc.RelatedInfo)N.D. Ill.

Kislov v. Am. Airlines, Inc.
Kislov v. Am. Airlines, Inc. , 566 F. 
Supp. 3d 909 (N.D. Ill. 2021)

American Airlines Dumps Biometric 
Privacy Suit, For Now : 
https://www.law360.com/articles/1
476465/american-airlines-dumps-
biometric-privacy-suit-for-now

Airline passengers who used 
airline's customer service hotline 
allege that the airline captured and 
stored passengers' unique 
voiceprints In violation of BIPA.

Airline 
passengers Voiceprint Opinion : https://1.next.westlaw.com/Document/I3ed0cb50aa9611ec8d7de70df31b6f95/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Kloss v. Acuant, Inc.
Kloss v. Acuant, Inc. , 462 F. Supp. 3d 
873 (N.D. Ill. 2020)

Kloss alleges that Acuant captured, 
collected, stored, and disseminated 
Acuant app users' facial geometry 
and related biometric information 
using the Acuant Face Software 
without users' consent and without 
a publicly accessible retention 
policy. Mobile app

General biometric 
ID/info Opinion : https://1.next.westlaw.com/Document/I972ca2109bfc11ea8cb395d22c142a61/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Kuklinski v. Binance Cap. Mgmt. 
Co.

Kuklinski v. Binance Cap. Mgmt. Co. , 
No. 21-CV-01425-SPM, 2022 WL 
3018427 (S.D. Ill. July 29, 2022) Opinion : https://1.next.westlaw.com/Document/I40156990117e11edbb58ab6acf8e61e9/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)S.D. Ill.

Kuznik v. Hooters of Am., LLC

Kuznik v. Hooters of Am., LLC , No. 
1:20-CV-01255, 2020 WL 5983879 
(C.D. Ill. Oct. 8, 2020)

Kuznik, former crewmember at a 
Hooters restaurant, alleges that 
Hooters violated BIPA by requiring 
employees to clock in and out of 
work each day using a biometric 
timekeeping devices which 
captured, sollected, recorded, and 
stored employees' unique biometric 
identifiers without informed 
consent, publicly available data 
retention policies, or information 
regarding disclosure to 3rd parties. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ib4a12010c1f811ea8eb1f5a35d48cbda.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=de93d41c-7923-4f9b-a906-4b16eae0df10&ppcid=26f094ca5c254f78a556231fc97f9f96&contextData=(sc.RelatedInfo)C.D. Ill.



Lenoir v. Little Caesar 
Enterprises, Inc.

Lenoir v. Little Caesar Enterprises, 
Inc. , No. 19-CV-1575, 2020 WL 
4569695 (N.D. Ill. Aug. 7, 2020)

Illinois Judge Pauses Little Caesars 
BIPA Suit : 
https://www.law360.com/articles/1
432866/illinois-judge-pauses-little-
caesars-bipa-suit-

Lenioir alleges that defendant 
violated BIPA by requiring 
employees to use a biometric time 
clock system to scan their 
fingerprints and record their time 
worked without employees' consent 
and without publishing data 
retention and destruction policies. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/If00b8eb03f9f11e9b5d08f45b5059e5a.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b8fc1720-0654-4e88-93b0-13b57e423b32&ppcid=f4634b0f57d34d9181a6ac916dfa7255&contextData=(sc.RelatedInfo)N.D. Ill.

Liu v. Four Seasons Hotel, Ltd.
Liu v. Four Seasons Hotel, Ltd. , 2019 
IL App (1st) 182645, 138 N.E.3d 201

Illinois Courts Will Continue To 
Interpret BIPA Broadly : 
https://www.law360.com/articles/1
152857/illinois-courts-will-continue-
to-interpret-bipa-broadly                
Biometric Information Privacy Act-
Getting Stranger And Stranger : 
https://www.wesselssherman.com/2
019/05/biometric-information-
privacy-act-getting-stranger-and-
stranger/ Workplace Fingerprint 1st District Ill App

Mahmood v. Berbix, Inc.

Mahmood v. Berbix, Inc. , No. 22 C 
2456, 2022 WL 3684636 (N.D. Ill. 
Aug. 25, 2022)

Mahmood alleges that Berbix 
integrates its identity verification 
services with its clients' websites to 
collect information from its clients' 
customers. Mahmood registered 
with Berbix's client SilverCar and 
alleges that Mahmood used its 
facial recognition technology to 
scan Mahmood's photograph and 
driver's license in violation of BIPA. 

Mobile app 
(car rental) Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ic4d5ce80d02011ec869acc933bdf316f.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=28c103a9-b087-415a-93a8-673c71001e2e&ppcid=653cc5cf011d494f96eb34d7b7b16745&contextData=(sc.RelatedInfo)N.D. Ill.

Marquez v. Google LLC

Marquez v. Google LLC , No. 20 C 
4454, 2020 WL 6287408 (N.D. Ill. Oct. 
27, 2020)

Marquez alleges that Google 
Photos automatically scans every 
photo uplloaded using FaceNet to 
extract biometric data and create 
face models of individuals in the 
photos without disclosing this to 
users.

Google 
photos Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/If4748a30d1dc11ea8d66c67e15cead58.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=9b8aff31-627d-4062-b5a9-7a1eca215a70&ppcid=b39328a5f1304f00a9b21b0507c9dd4e&contextData=(sc.RelatedInfo)N.D. Ill.

Marsh v. CSL Plasma Inc.
Marsh v. CSL Plasma Inc. , 503 F. 
Supp. 3d 677 (N.D. Ill. 2020)

Blood Plasma Co.'s $10M BIPA Deal 
Gets Early Blessing : 
https://www.law360.com/articles/1
500907/blood-plasma-co-s-10m-bipa-
deal-gets-early-blessing

Plasma donors allege that 
defendant, a plasma donation 
company, violated BIPA by using a 
donor identification system that 
collected, stored, and used donors' 
fingerprints without informed 
written consent and without 
required disclosures.

Health 
(donation 
center) Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ifc2bf0d00ae811eaa656e61256457b19.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=195e117f-d8ec-4fd3-bc82-b1bbd011b882&ppcid=576ef04137f2445eaf1e9b674586a55f&contextData=(sc.RelatedInfo)N.D. Ill.

Martinez v. Ralph Lauren Corp., 
Inc.

Martinez v. Ralph Lauren Corp., Inc. , 
No. 1:21-CV-01181, 2022 WL 900019 
(N.D. Ill. Mar. 27, 2022)

Ralph Lauren Settles Ex-Worker's 
Fingerprint Scan BIPA Suit : 
https://www.law360.com/articles/1
478874/ralph-lauren-settles-ex-
worker-s-fingerprint-scan-bipa-suit

Martinez, former employee at 
Ralph Lauren, alleges that 
defendant violated BIPA by 
collecting, storing, and using 
employees' fingerprints to track 
employees' hours worked without 
notice, written consent, or publicly 
available data retention policies Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I382d16607b9311eb82a9c182a7884773.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=59108e00-a6a6-43e1-8cc7-9842a827bc82&ppcid=4b68854f9fd145b99fcc1927120b2f84&contextData=(sc.RelatedInfo)N.D. Ill.



Massachusetts Bay Ins. Co. v. 
Impact Fulfillment Servs., LLC

Massachusetts Bay Ins. Co. v. Impact 
Fulfillment Servs., LLC,  No. 
1:20CV926, 2021 WL 4392061 
(M.D.N.C. Sept. 24, 2021)

BIPA Ruling Should Aid Insurers In 
Privacy Claims : 
https://www.law360.com/articles/1
439564/bipa-ruling-should-aid-
insurers-in-privacy-claims

Defendant, a limited liability 
company, purchased a commercial 
insurance policy from plaintiff. 
While the insurance policies were 
in effect, defendants used their 
employees' fingerprints as part of 
their payroll time-keeping 
procedures without employees' 
informed consent. Bradley Taylor 
alleges that defendants violated 
BIPA. Plaintiffs here contend that 
they have no oblgigation to defend 
or indemnify defendants in the 
underlying BIPA action. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I95530f101f8611ec83d3ed9d52aca124/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)M.D.N.C.

Mayhall on behalf of D.M. v. 
Amazon Web Servs. Inc.

Mayhall on behalf of D.M. v. Amazon 
Web Servs. Inc ., No. C21-1473-TL-
MLP, 2022 WL 2718091 (W.D. Wash. 
May 24, 2022)

AWS provides cloud computing 
services to Take 2 Interactive 
Software, Inc. and 2K Games Inc., 
which publish video games in the 
NBA 2K series (basketball 
simulation video games). A 
companion application to these 
video games allows users to scan 
their faces and upload it onto a 
player in the game. AWS obtains 
face-scan data from Take 2 servers, 
transmits the data through 
AWS/Amazon servers in violation of 
BIPA Video game Facial geometry Complaint : https://1.next.westlaw.com/Document/Id0959cd03c5711ec9510c3a598b996ba/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DId0959cd03c5711ec9510c3a598b996ba%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=Id31e91a03c5711ecb0daa7528459e7da&ppcid=5ad4134d24f04a06b21a899c83ca2d1e&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29W.D. Wash

Mazya v. Northwestern Lake 
Forest Hospital, et al. Case No. 2018-CH-07161

Software Co. Not Covered For 
Biometric Suit, Insurers Say : 
https://www.law360.com/articles/1
078730/software-co-not-covered-for-
biometric-suit-insurers-say

Former registered nurse Mazya 
filed this complaint against 
Northwestern Lake Forest Hospital 
and its two vendors, Omnicell, Inc. 
and Becton, Dickinson and 
Company. Mayza alleges that Lake 
Forest Hospital violated BIPA by 
requiring all employees to provide 
fingerprints in order to access 
automated medicated distribuion 
systems provided by Omnicel and 
Becton. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I64eff260737711e99648aed5b3a63a9a.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=1f4afbf0-3080-4bb6-9b18-56a1d4dc4c39&ppcid=5ea48fb4c94f415a94a5610d9bb9df68&contextData=(sc.Default)N.D. Ill.

McCollough v. Smarte Carte, Inc

McCollough v. Smarte Carte, Inc ., No. 
16 C 03777, 2016 WL 4077108 (N.D. 
Ill. Aug. 1, 2016)

Insights On Article III Standing Under 
Ill. Biometrics Law : 
https://www.law360.com/articles/9
89002/insights-on-article-iii-standing-
under-ill-biometrics-law

Smarte Carte owns and operates 
electronic lockers, luggage carts, 
commercial strollers, and massage 
chairs available for rent to 
consumers at public places. 
McCollough alleges that defendant 
violated BIPA by using fingerprint 
scanning lockers to collect, store, 
and obtain customers' biometric 
identifiers without consent from 
customers.

Rentals 
(lockers, 
carts, etc.) Fingerprint

Opinion : 
https://1.next.westlaw.c
om/Document/I34b16f3
0588f11e6a73ccd89c92e
c965/View/FullText.htm
l?originationContext=typ
eAhead&transitionType=
Default&contextData=(s
c.Default) N.D. Ill.



McDonald v. Symphony 
Bronzeville Park, LLC

McDonald v. Symphony Bronzeville 
Park, LLC , 2022 IL 126511

How Ill. High Court Ruling May 
Further Evolve BIPA Landscape : 
https://www.law360.com/articles/1
464947/how-ill-high-court-ruling-
may-further-evolve-bipa-landscape    

McDonald alleges that defendant  
required her to provide biometric 
information by scanning her 
fingerprint into a time clock system 
implemented to track employee 
hours. She claims that defendants 
violated BIPA by collecting 
biometric information from 
McDonald employees without 
informed consent, written releases, 
or publicly available 
retention/deletion guidelines. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I98e14540845b11e7b6f8a8d4f1185ce5.pdf?targetType=state-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=f9bd3f5a-6a04-411d-8136-fd224d99aa3e&ppcid=5d46577b36394b7e81495982be9e84cf&contextData=(sc.RelatedInfo)Supreme Court of IL

McGoveran v. Amazon Web 
Servs., Inc.

McGoveran v. Amazon Web Servs., 
Inc. , 488 F. Supp. 3d 714 (S.D. Ill. 
2020)

Amazon Beats Claims It Intercepted 
Ill. Calls To Collect Data : 
https://www.law360.com/articles/1
311737/amazon-beats-claims-it-
intercepted-ill-calls-to-collect-data

Plaintiffs allege that defendants 
violated BIPA by collecting, 
possessing, redisclosing, profiting 
from, and failing to safeguard their 
voiceprints. Defendant Pindop 
offers voiceprint services to call 
centers and customer service 
personnel to confirm the identity of 
callers. Pindrop and Amazon Web 
Services partnered to launch 
Amazon Connect. John Hancock call 
centers use Amazon Connect with 
Pindrop biometric voiceprint 
authentication and plaintiffs allege 
that they called John Hancock call 
centers on multiple occassions. Call centers Voiceprint Opinion : https://1.next.westlaw.com/Document/I9b8f5220fbf211eaa1a48b505e407413/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)S.D. Ill.

McGoveran v. Amazon Web 
Servs., Inc.

McGoveran v. Amazon Web Servs., 
Inc., No. CV 20-1399-LPS, 2021 WL 
4502089, at *3 (D. Del. Sept. 30, 
2021)

Plaintiffs allege that defendants 
violated BIPA by collecting, 
possessing, redisclosing, profiting 
from, and failing to safeguard their 
voiceprints. Defendant Pindop 
offers voiceprint services to call 
centers and customer service 
personnel to confirm the identity of 
callers. Pindrop and Amazon Web 
Services partnered to launch 
Amazon Connect. John Hancock call 
centers use Amazon Connect with 
Pindrop biometric voiceprint 
authentication and plaintiffs allege 
that they called John Hancock call 
centers on multiple occassions. Call centers Voiceprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Id760a030121111ebb90d99b84a66500c.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=7464d730-ccef-430b-8e55-c96554668f9e&ppcid=b3b5ff20dd7f4734b90df5140b224fb4&contextData=(sc.RelatedInfo)D. Del.

McInnis v. SureStaff, LLC

McInnis v. SureStaff, LLC , No. 21 C 
0309, 2021 WL 4034072 (N.D. Ill. 
Sept. 3, 2021)

Plaintiff alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
into a biometric time tracking 
system as a means of 
authentication without employees' 
informed consent, publicly available 
retention/depetion guidelines, or 
written releases. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I65e5fac05ac511eb940c8d14b67689b2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b2bc145f-4eb1-4579-aeea-53949d76160f&ppcid=9f11e31c3a234bc89795ab612a732ad3&contextData=(sc.RelatedInfo)N.D. Ill.



Meegan v. NFI Indus., Inc.

Meegan v. NFI Indus., Inc. , No. 20 C 
465, 2020 WL 3000281 (N.D. Ill. June 
4, 2020)

Logistics Co. To Pay $3.5M To End Ill. 
Workers' BIPA Suit : 
https://www.law360.com/articles/1
520763/logistics-co-to-pay-3-5m-to-
end-ill-workers-bipa-suit

Meegan alleges that NFI violated 
BIPA by requiring her and other 
employees to scan their fingerprints 
in order to clock in and out of work. 
Employee fingerprints were stored 
in NFI's employment database, 
maintained by 3rd party Kronos, and 
disseminated without employees' 
informed written consent and 
without a publicly available 
retention/destruction policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I08e466e03ca811ea938583a142d307d3.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=cd195725-3761-40e7-be2a-2272f8166f32&ppcid=c12a96fb9a3e44edbb2d327d47e1802f&contextData=(sc.RelatedInfo)N.D. Ill.

Miller v. Sw. Airlines Co.
Miller v. Sw. Airlines Co. , 926 F.3d 
898 (7th Cir. 2019)

7th Circ. Privacy Ruling Could Expand 
Article III Standing : 
https://www.law360.com/articles/1
341578/7th-circ-privacy-ruling-could-
expand-article-iii-standing-   

Miller alleges that Southwest 
violated BIPA by requiring that 
employees scan their fingerprint 
when clocking in and out of work 
for timekeeping purposes. 
Southwest did not obtain employee 
consent for any transmission to 
third parties of their employees' 
biometric information. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ia84db0808e3711e9a3ecec4a01914b9c/View/FullText.html?docFamilyGuid=Ia8d752e08e3711e99986c8124c3cf480&ppcid=2b4a10a29d8d413ea2fcd1078824b99a&transitionType=History&contextData=%28sc.DocLink%297th Cir.

Mintun v. Kenco Logistics Servs. 
LLC

Mintun v. Kenco Logistics Servs. LLC , 
No. 19-2348, 2020 WL 1700328 (C.D. 
Ill. Apr. 7, 2020)

BIPA Suit Won't Pause For Appellate 
Weigh-In On Key Issue : 
https://www.law360.com/articles/1
261444/bipa-suit-won-t-pause-for-
appellate-weigh-in-on-key-issue

Mintun alleges that Kenco violated 
BIPA by tracking employees' time 
worked using a fingerprint 
timekeeping system without a 
publicly available retention 
schedule. Defendant is alleged to 
have disclosed plaintiffs' biometric 
information without their consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I9dfaa000283f11eaaa24dd112830ca79.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=afc4a5f5-5c11-404e-a669-d83bbba96607&ppcid=68ca1a61236143cab8ac693857c15833&contextData=(sc.RelatedInfo)C.D. Ill.

Miracle-Pond v. Shutterfly, Inc.

Miracle-Pond v. Shutterfly, Inc. , No. 
19 CV 04722, 2020 WL 2513099 (N.D. 
Ill. May 15, 2020)

Shutterfly Pays $6.75M To End Facial 
Scan Privacy Claims : 
https://www.law360.com/articles/1
421673/shutterfly-pays-6-75m-to-
end-facial-scan-privacy-claims

Plaintiff is a Shutterfly user and 
alleges that defendant  violated 
BIPA by extracting, collecting, and 
storing millions of facial scans from 
individuals whose faces appear in a 
photographs uploaded to Shutterfly 
without informed consent, a 
written release, or a publicly 
available data retention schedule. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I3a33f7c0a50311e9b490ff8a4378b1c2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=6c3786d2-4661-464a-8b67-b079a57e711e&ppcid=957876709e5e41d08a25283d54e5a9f3&contextData=(sc.RelatedInfo)N.D. Ill.

Molander v. Google LLC,
Molander v. Google LLC,  473 F. Supp. 
3d 1013 (N.D. Cal. 2020)

Google Accused Of Collecting User 
'Face Prints' From Photos : 
https://www.law360.com/articles/1
241866/google-accused-of-collecting-
user-face-prints-from-photos        
Google Says Firms Are Trying To 
Relitigate Privacy Case : 
https://www.law360.com/articles/1
284918/google-says-firms-are-trying-
to-relitigate-privacy-case

Plaintiff alleges that Google 
violated BIPA by using facial 
recognition technology to scan 
photos uploaded to Google Photo 
without users' consent, a written 
release, or a publicly available 
retention/deletion schedule 

Google 
photos Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I9332f4e0496b11eab75e88ed109d1a1e.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=ac3d80e2-ad22-4213-ab3f-602f7fd595c1&ppcid=b1a8fd2da6ce4d318aa23ae92a939101&contextData=(sc.RelatedInfo)N.D. Cal.



Monroy v. Shutterfly, Inc.

Monroy v. Shutterfly, Inc. , No. 16 C 
10984, 2017 WL 4099846 (N.D. Ill. 
Sept. 15, 2017)

Shutterfly, the operator of websites 
that allow users to upload, 
organize, and share photographs, 
uses facial recognition software to 
scan the faces of people in 
uploaded photos and extract facial 
templates. Monroy alleges that this 
practice violated BIPA by extracting 
and storing users' biometric data 
without informed consent, written 
releases, or a publcily available 
retention schedule. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I48b87f20b75611e6a2b3fbe7c34a220f.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=bf06cb46-405e-4ddd-9ff8-5b991d24aae8&ppcid=49744d8aa7f440169597c3b9257f370c&contextData=(sc.RelatedInfo)N.D. Ill.

Morgan v. Kroger Bus. P'ship I

Morgan v. Kroger Bus. P'ship I , No. 
3:20-CV-01270-NJR, 2021 WL 
2805596 (S.D. Ill. July 6, 2021)

Plaintiff alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
into a biometric time tracking 
system to monitor the time worked 
by employees without informed 
consent, publicly available 
schedules/guidelines, or written 
consent. Workplace F Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ifce529f02f7811eb8dd08954fa4e75e2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=39c2e483-0268-4bda-8c50-5b6dd53ea2ed&ppcid=5132297cafea4606a7c6c7d76f448e5b&contextData=(sc.RelatedInfo)S.D. Ill.

Mosby v. Ingalls Mem'l Hosp.
Mosby v. Ingalls Mem'l Hosp. , 2022 IL 
App (1st) 200822

Ill. Justices To Weigh Workers' Comp 
Effect On BIPA : 
https://www.law360.com/articles/1
349597/ill-justices-to-weigh-workers-
comp-effect-on-bipa

Mosby filed this complaint against 
Ingalls Memorial Hospital and 
Becton, Dickinson and Company. 
Mosby alleges that defendants 
violated BIPA by requiring all 
employees to provide fingerprints in 
order to access automated 
medicated distribuion systems 
without employees' informed 
consent, publicly available 
retention/destruction policies, or 
written consent. Furthermore, 
defendant failed to obtain consent 
before disclosing Mosby's 
fingerprints to third-party vendors Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/Ia0ed0c70d58111ec87f4f6fe00da335f/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIa0ed0c70d58111ec87f4f6fe00da335f%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=2&docFamilyGuid=Ia2053330d58111ec943a92fb51cfd27b&ppcid=9c6e817f10f746c8b49837433a80ee31&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%291st District Ill App

Mutnick v. Clearview AI, Inc.

Mutnick v. Clearview AI, Inc. , No. 20 
C 0512, 2020 WL 4676667 (N.D. Ill. 
Aug. 12, 2020)

Judge Won't Revisit Denied 
Dismissal Of Clearview BIPA Suit : 
https://www.law360.com/articles/1
515233/judge-won-t-revisit-denied-
dismissal-of-clearview-bipa-suit  
Macy's Can't Escape Violation Claims 
In Data Privacy MDL : 
https://www.law360.com/articles/1
475373/macy-s-can-t-escape-
violation-claims-in-data-privacy-mdl          
Plaintiffs Can't Add More Retailers To 
Clearview BIPA Suit : 
https://www.law360.com/articles/1
520297/plaintiffs-can-t-add-more-
retailers-to-clearview-bipa-suit-

Plaintiffs allege the defendants 
scraped over 3 billion facial images 
from the internet and scanned the 
facial images' biometric identifier 
to build a searchable database of 
the scanned images. Plaintiffs 
allege that Clearview has thus 
violated BIPA by collecting, storing, 
and disseminating facial scans 
without individuals' informed 
consent, written releases, or 
publicly available 
retention/destruction guidelines. Facial geometry Complaint : https://1.next.westlaw.com/Document/I409d29403eac11eabc45f109510a2b00/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI409d29403eac11eabc45f109510a2b00%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I416d71903eac11eaa51d8e3d24a3caff&ppcid=7b0ef9e875d5417d8d2295f6cbf585ab&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.



Namuwonge v. Kronos, Inc.
Namuwonge v. Kronos, Inc. , 418 F. 
Supp. 3d 279 (N.D. Ill. 2019)

Kronos Gets Privacy Claims Pared 
Back in Biometric Class Suit (1) : 
https://www.bloomberglaw.com/blo
omberglawnews/product-liability-
and-toxics-
law/X29UUU6C000000?bna_news_fil
ter=product-liability-and-toxics-
law#jcite

Plaintiffs allege that Kronos, which 
provided an employee timekeeping 
system to her employer Brookdale 
Senior Living, violated BIPA. 
Brookdale failed to inform their 
employees that they disclosed 
employees' fingerprint data to 
Kronos who then disclosed their 
fingerprints to other third parties. 
Kronos did not provide publicly 
available retention/deletion 
guideliens. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ib82943c00f6f11ea8d94c371ff6b2709/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Naughton v. Amazon.com, Inc.

Naughton v. Amazon.com, Inc. , No. 
20-CV-6485, 2022 WL 19324 (N.D. Ill. 
Jan. 3, 2022)

Plaintiffs allege that his employer, 
Amazon, violated BIPA by requiring 
wellness checks during the COVID-
19 pandemic that included scans of 
employees' facial geometry without 
a publicly available data 
retention/destruction policy and 
without employees' consent for 
disclosure of their biometric data to 
third parties. Workplace

Facial geometry, 
retinas, irises Complaint : https://1.next.westlaw.com/Document/I0efdbcd0a05f11ec95f7f56bb3f79725/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI0efdbcd0a05f11ec95f7f56bb3f79725%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I11222370a05f11ec8bbab1a0317ed19a&ppcid=f7ea44db475a4d06909be4bb03e1a923&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Neals v. PAR Tech. Corp.
Neals v. PAR Tech. Corp. , 419 F. 
Supp. 3d 1088 (N.D. Ill. 2019)

PAR develops cloud-based point of 
sale systems that enable 
businesses to track their 
employees' time with a biometric 
finger scanner. Plaintiff worked at a 
restaurant that used PAR's system, 
requiring employees to scan their 
fingerprints to track time worked. 
Plaintiff claims that PAR violated 
BIPA by never obtaining written 
informed consent from employees. Developer Fingerprint Opinion : https://1.next.westlaw.com/Document/I5b03afb022d811eabbc4990d21dc61be/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Norberg v. Shutterfly, Inc.
Norberg v. Shutterfly, Inc. , 152 F. 
Supp. 3d 1103 (N.D. Ill. 2015)

Shutterfly Asks For Stay In Biometric 
Data Suit : 
https://www.law360.com/articles/7
72457/shutterfly-asks-for-stay-in-
biometric-data-suit                          
Tagging Without Consent : 
https://heinonline-org.proxygt-
law.wrlc.org/HOL/Page?public=true&
handle=hein.journals/lignws42&div=1
1&start_page=10&collection=usjourn
als&set_as_cursor=0&men_tab=srchr
esults

Plaintiffs accuse Shutterfly of 
violating BIPA by using facial 
recognition technology to gather 
biometric data from users' photos 
without providing notice, obtaining 
informed written consent, or 
publishing data retention policies. Mobile app Facial geometry Complaint : https://1.next.westlaw.com/Document/Ic8e1d480516811e599358612e0bf9496/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DIc8e1d480516811e599358612e0bf9496%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=Icb3a9190516811e59f2196146bc766c3&ppcid=44b6e30fdd5b43d289ebeb471c458ba4&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Nseumen v. DAL Global Services, 
Inc.

Nseumen v. DAL Glob. Servs., Inc., 
No. 21 C 2630, 2021 WL 4728707 
(N.D. Ill. Oct. 11, 2021)

Former Delta Unit Can't Dodge Ex-
Worker's BIPA Claims : 
https://www.law360.com/articles/1
430038/former-delta-unit-can-t-
dodge-ex-worker-s-bipa-claims-

Nseumen alleges that defendant, 
major operator of airline baggage 
services, violated BIPA by using 
biometric enabled technology to 
collect and disseminate plaintiff's 
biometrics to track their time at 
work without informed written 
consent or publicly available 
retention guidelines. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1273cb40b50311eb8c5ac1d1c292f904.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b662d294-d21c-4b95-bee3-ced9df5663aa&ppcid=6a4a6d812bfc4088b0ad42a4ebf8cf4e&contextData=(sc.RelatedInfo)



Ontiveros v. Highland Baking Co. 
TEODORO ONTIVEROS v. HIGHLAND 
BAKING COMPANY, 2019-CH-02062

Class Action Claims Company 
Illegally Collected Biometric Data : 
https://patch.com/illinois/northbrook
/class-action-claims-company-
illegally-collected-biometric-data

Plaintiff, a former line worker for 
defendant, alleges that defendant 
violated BIPA by requiring 
employees to scan their handprints 
as an authentication and time 
tracking method. Defendant stored 
this biometric information without 
providing notice, obtaining 
informed written consent, or 
publishing data retention policies. Workplace Finger/handprint Complaint : https://1.next.westlaw.com/Document/I12fee4b03a7511e987fd8441446aa305/View/FullText.html?originationContext=docHeader&contextData=(sc.Default)&transitionType=Document&needToInjectTerms=False&docSource=e85c004cb5484ef5a2115bef9ece8c07&ppcid=9ffc9108ac4646e4800683ab7e25f756

Osborne v. WeWork Companies, 
Inc.

Osborne v. WeWork Companies, Inc. , 
No. 1:19-CV-08374, 2022 WL 972320 
(N.D. Ill. Mar. 31, 2022)

Software Co.'s Deal Immunizes Client 
WeWork From BIPA Suit : 
https://www.law360.com/articles/1
479756/software-co-s-deal-
immunizes-client-wework-from-bipa-
suit

WeWork rents out shared office 
space to tenants. Plaintiff worked in 
a WeWork office space where 
WeWork implemented biometric-
information software (NetVerify) 
for facial recognition and identity 
verification services used as a 
method for monitoring him. 
Plaintiff alleges that WeWork 
violated BIPA by failing to publish a 
data retention policy, by failing to 
obtain informed consent, and by 
disclosing biometric data to 3rd 
parties without consent. Workplace Facial geometry Opinion : https://1.next.westlaw.com/Document/I691e8410b18f11ecbf45df569f0c2bfa/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Patel v. Facebook, Inc.
Patel v. Facebook, Inc.,  932 F.3d 1264 
(9th Cir. 2019)

Patel v. Facebook, INC.: The 
Collection, Stoarde, and Use of 
Biometric Data as a Concrete Injury 
Under BIPA, Jessica Robles : 
https://digitalcommons.law.ggu.edu/
cgi/viewcontent.cgi?article=2229&co
ntext=ggulrev

 Facebook's "Tag Suggestions" 
program scans for and identifies 
people in uploaded photographs to 
promote user tagging. Plaintiffs, 
Facebook users, allege that 
Facebook violates BIPA by 
computing face signatures and 
comparing them to face templates 
to tag users thus collecting and 
storing biometric data without 
users' consent. Social Media Facial geometry Opinion : https://1.next.westlaw.com/Document/Id4524460b9f811e991c3ae990eb01410/View/FullText.html?docFamilyGuid=I144716b0ba1a11e9ae1ba4cff724dfcb&ppcid=697efe48717640d091bb061b6fc9e6dd&transitionType=History&contextData=%28sc.Default%299th Cir.

Patterson v. Respondus, Inc.

Patterson v. Respondus, Inc. , No. 20 
C 7692, 2022 WL 860946 (N.D. Ill. 
Mar. 23, 2022)

A Robust Tool For Defending Against 
Illinois Biometric Suits : 
https://www.law360.com/articles/1
503379/a-robust-tool-for-defending-
against-illinois-biometric-suits

Respondus develops online 
proctoring software (e.g. 
Respondus Monitor) that captures 
and stores facial recognition data, 
eye monitoring data, voiceprints 
and more.Defendant Lewis 
University required  students to use 
Respndus Monitor. These students 
allege that Lewis and Respondus 
violated BIPA by failing to obtain 
written consent and to make 
publicly available retention/deletion 
policies.

School (3rd 
party 
proctoring)

Facial geometry, 
voice prints Complaint : https://1.next.westlaw.com/Document/I282205802e3711ec92b2ac1d0acb6802/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI282205802e3711ec92b2ac1d0acb6802%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I2a7d81b02e3711eca3ecb0085d754bfc&ppcid=71d6f805eb5c4834b9227abef1ea9a5e&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Peatry v. Bimbo Bakeries USA, 
Inc.

Peatry v. Bimbo Bakeries USA, Inc. , 
No. 19 C 2942, 2020 WL 919202 (N.D. 
Ill. Feb. 26, 2020)

Ill. Judge Gives Initial OK To Bimbo 
Bakeries BIPA Deal : 
https://www.law360.com/articles/1
425905/ill-judge-gives-initial-ok-to-
bimbo-bakeries-bipa-deal

Peatry alleges that defendant 
violated bIPA by using a biometric 
timekeeping device to scan 
employees' fingerprints and track 
their hours without informing its 
employees that it discloses 
collected biometric data to a third 
party and without a publicly 
available retention/deletion policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ia5dafad06c6111e9a6e9f721ce320d29.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=cf48b87e-603b-484a-8543-fba55cd8b2e0&ppcid=02c8945196c04cb5abe4390636b9c3de&contextData=(sc.RelatedInfo)N.D. Ill.



Philadelphia Indem. Ins. Co. v. 
Lewis Produce Mkt. No. 2 Inc.

Philadelphia Indem. Ins. Co. v. Lewis 
Produce Mkt. No. 2 Inc. , No. 21 C 
4037, 2022 WL 1045640 (N.D. Ill. Apr. 
7, 2022)

Grocer Says Insurer's BIPA Coverage 
Fight Is 'Self-Serving' : 
https://www.law360.com/articles/1
445029/grocer-says-insurer-s-bipa-
coverage-fight-is-self-serving-

Plaintiff seeks a declaration that it 
has no duty to defend or indemnify 
defendants in an underlying BIPA 
lawsuit. Defendant was alleged to 
have violated BIPA by collecting and 
using employees' biometric 
information to track their time at 
work while failing to inform 
employees and to make publicly 
available retention/deletion 
policies. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I00a60c30b70e11ecbf45df569f0c2bfa/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Pruitt v. Par-A-Dice Hotel Casino

Pruitt v. Par-A-Dice Hotel Casino , No. 
1:20-CV-1084-JES-JEH, 2020 WL 
5118035 (C.D. Ill. Aug. 31, 2020)

Plaintiffs allege that Par-A-Dice 
Hotel Casino violated BIPA by using 
facial recognition in its video 
survelliance at casinos and 
collecting, storing, and using the 
unique facial geometry identifiers 
of plaintiffs without informed 
written consent or a publicly 
available retention/deletion policy

Camera 
surveillance Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I63c13f605d7411eab24da6593e69542d.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b4ae8c98-cb93-417d-8296-577ab68043bc&ppcid=a59b55fe072448a89fff7943b4e08e40&contextData=(sc.RelatedInfo)C.D. Ill.

Quarles v. Pret A Manger (USA) 
Ltd.

Quarles v. Pret A Manger (USA) Ltd. , 
No. 20 CV 7179, 2021 WL 1614518 
(N.D. Ill. Apr. 26, 2021)

Pret A Manger Would Pay $677K To 
End Fingerprint Suit : 
https://www.law360.com/articles/1
455415/pret-a-manger-would-pay-
677k-to-end-fingerprint-suit 

Quarles alleges that Pret A Manger 
violated BIPA by requiring 
employees to use a fingerprint 
scanner to clock in and out without 
issuing notices, obtaining written 
consent, or disclosing its retention 
and destruction policies. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ibf3b1420366c11ebbaee973361f0f281.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=9d0bcdab-578a-4491-9ad0-5b9cea86557a&ppcid=3041b494f5f24dcd8c145ddcfdd1dea7&contextData=(sc.RelatedInfo)N.D. Ill.

Railey v. Sunset Food Mart, Inc.
Railey v. Sunset Food Mart, Inc. , 16 
F.4th 234 (7th Cir. 2021)

7th Circ. Affirms Remand Of BIPA 
Suit Against Illinois Grocer : 
https://www.law360.com/articles/1
431583/7th-circ-affirms-remand-of-
bipa-suit-against-illinois-grocer

Railey alleges that defendant 
violated BIPA by requiring 
employees to scan their handprints 
to clock in and out of work without 
consent or  a written release. Workplace Handprint Opinion : https://1.next.westlaw.com/Document/I03db87902dfc11ec942aeddc9ab46cc4/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.

Regan v. Bajco Illinois LLC

Regan v. Bajco Illinois LLC , No. 21-CV-
3064, 2021 WL 2025896 (C.D. Ill. May 
21, 2021)

Regan alleges that Bajco violated 
BIPA by implementing a biometric 
timeclock device which collected 
employees' fingerprints to track 
time worked without written 
consent or publicly available 
retention and destruction 
guidelines. Furthermore, Bajco 
disseminated employees' 
fingerprints without their consent. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I7f892380baab11eba76c8dd6462f1d09/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

Rivera v. Google Inc.
Rivera v. Google Inc. , 238 F. Supp. 3d 
1088 (N.D. Ill. 2017)

Ruling Casts Doubt On Illinois 
Biometric Class Action Defense : 
https://www.law360.com/articles/1
490735/ruling-casts-doubt-on-illinois-
biometric-class-action-defense         
Tagging Without Consent : 
https://heinonline-org.proxygt-
law.wrlc.org/HOL/Page?public=true&
handle=hein.journals/lignws42&div=1
1&start_page=10&collection=usjourn
als&set_as_cursor=0&men_tab=srchr
esults

Plaintiffs allege that Google 
violated BIPA by scanning the faces 
in photos uploaded to Google 
Photos to create face templates 
without plaintiffs' consent.

Google 
photos Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I313dedd0dff211e5aa909d96d1f584bf.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=c34d347f-5a7e-47e4-bf78-f45702b68674&ppcid=c73da3a1c4df4ab58d9058e8780fade9&contextData=(sc.RelatedInfo)N.D. Ill.



Roberson v. Maestro Consulting 
Servs. LLC

Roberson v. Maestro Consulting 
Servs. LLC , 507 F. Supp. 3d 998 (S.D. 
Ill. 2020)

Plaintiffs, employees of a network 
of various nursing homes, allege 
that defendants violated BIPA by 
requiring employees to scan their 
fingerprints or handprints for time 
and attendance purposes. 
Defendants failed to make publicly 
available a data retention and 
construction protocol, failed to 
obtain written consent, and 
disclosed plaintiff's biometric 
identifiers without consent. Workplace Finger/handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I62c59550ee0311eab450a014d3e41dcf.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=beee17f9-1669-406e-82a0-a28aceb8eea8&ppcid=1ac7c93cc08a4491b30931503e6a6942&contextData=(sc.RelatedInfo)S.D. Ill.

Roberts v. Dart Container Corp. 
of Illinois

Roberts v. Dart Container Corp. of 
Illinois , No. 17 C 9295, 2018 WL 
3015793 (N.D. Ill. Mar. 12, 2018)

Roberts alleges that defendant 
violated BIPA by using workers' 
facial geomtry scan to track 
employees' time worked without 
informed consent, written releases, 
or publicly available retention and 
destruction guidelines. Workplace Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I2c6440a0eb7811e7b8528d9a4833f24f.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=013947d2-e087-4649-a136-d9c292d2673a&ppcid=2250e0b6f56543708e53e6c74a2e2958&contextData=(sc.RelatedInfo)N.D. Ill.

Roberts v. Graphic Packaging 
Int'l, LLC

Roberts v. Graphic Packaging Int'l, 
LLC , No. 21-CV-750-DWD, 2021 WL 
3634172 (S.D. Ill. Aug. 17, 2021)

Roberts allege that defendant 
violated BIPA by requiring 
employees to clock in and out of 
work by scanning their handprints 
wuthout obtaining informed written 
consent or making publicly available 
data retention and destruction 
policies. Workplace Handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I99132ea0d95911ebb488e2a5581227ed.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=417bd48e-25a2-4266-a686-26f9fc7ffd96&ppcid=cd76eb210a6b4ffdb4bab00df5685c53&contextData=(sc.RelatedInfo)S.D. Ill.

Rodriguez v. Returns 'R' US, Inc.
Rodriguez v. Returns 'R' US, Inc. , 
2021 IL App (2d) 210684-U

Plaintiffs allege that defendant 
violated BIPA. Workplace Complaint : https://1.next.westlaw.com/Document/Ief1bd2605d4411ec8337ad9f61f6c691/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)2nd District Ill App

Rogers v. BNSF Ry. Co.

Rogers v. BNSF Ry. Co. , No. 19 C 
3083, 2019 WL 5635180 (N.D. Ill. Oct. 
31, 2019)

BNSF Says Truck Driver Can't Ship 
BIPA Claims To State Court : 
https://www.law360.com/articles/1
414721/bnsf-says-truck-driver-can-t-
ship-bipa-claims-to-state-court

Plaintiffs allege that defendant 
violated BIPA by requiring them to 
scan their fingerprints to access 
BNSF facilities without written 
consent or a publicly available data 
detention and destruction policies. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ibcca6000710711e99066c783d6773112.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=a24ff569-baa9-4b36-8555-1c502ad5b4e0&ppcid=a6d2174ed4ef4cebb47d9660724930d7&contextData=(sc.RelatedInfo)N.D. Ill.

Ronquillo v. Doctor's Assocs., LLC

Ronquillo v. Doctor's Assocs., LLC , 
No. 21 C 4903, 2022 WL 1016600 
(N.D. Ill. Apr. 4, 2022)

HP Must Face Ill. Subway Employee's 
Claims Of BIPA Violation : 
https://www.law360.com/articles/1
480963/-hp-must-face-ill-subway-
employee-s-claims-of-bipa-violation

Former employee of restaurant 
frachise allege that defendants 
violated BIPA by using a point of 
sale system to track employees' 
hours and to unlock the registers. 
This system captured workers' 
fingerprints and created reference 
templates to store in a database 
without employees informed 
consent or a publicly available 
retention policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I69b88d90167511ecb0a4abd69f595908.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=3ec63e70-ae93-473c-b96c-93cd660279c7&ppcid=72735a61935345a980554e2131b080c3&contextData=(sc.RelatedInfo)N.D. Ill.



Rosenbach v. Six Flags Ent. Corp.
Rosenbach v. Six Flags Ent. Corp., 
2019 IL 123186, 129 N.E.3d 1197

Actual Harm Means it is too Late: 
How Rosenbach v. Six Flags 
Demonstrates Effective Biometric 
Information Privacy Law : 
https://digitalcommons.lmu.edu/cgi/
viewcontent.cgi?article=1630&contex
t=elr                                                    
The Forthcoming Wave of Biometrics 
Class Actions :  
https://www.americanbar.org/group
s/litigation/committees/consumer/a
rticles/2019/winter2019-forthcoming-
wave-of-biometrics-class-actions/           
Lessons From Insurers' Latest BIPA 
Coverage Arguments : 
https://jenner.com/system/assets/p
ublications/20694/original/Meneau%
20Linden%20Law360%20Jan%2029%
202021.pdf?1612382681                            
Still a Wild Ride : 
https://www.heplerbroom.com/cmss
_files/attachmentlibrary/News/2020-
01-14-insler_charles-il-bipa-
update.pdf : 
https://www.heplerbroom.com/cmss
_files/attachmentlibrary/News/2020-

Stacy Rosenbach alleges that Six 
Flags violated BIPA by 
fingerprinting people who had 
purchased a season pass for a 
theme park without informed 
consent, written releases, or any 
publicly available data 
retention/deletion policy.

Customer 
(theme park) Fingerprint Opinion : https://1.next.westlaw.com/Document/I81313be020f311e9a1b0e6625e646f8f/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)Supreme Court of IL

Ross v. Caremel, Inc.
Ross v. Caremel, Inc. , No. 2019-L-10 
(21st Dist. 2019)

Insurer Needn't Cover McD's 
Operator In Biometric Info Suit : 
https://www.law360.com/articles/1
453626/insurer-needn-t-cover-mcd-s-
operator-in-biometric-info-suit

An employee of a McDonald's 
restaurant in Illinois filed a 
complaint against Caremel for the 
implementation of a biometric time 
clock system to record employee 
time worked. Furthermore, 
employees' biometric data were 
disclosed to Caremel's timekeeping 
vendor. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I04bbaaf043de11ea84fdbbc798204e94/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI04bbaaf043de11ea84fdbbc798204e94%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=3&docFamilyGuid=I058b570043de11eaaf54e190c5d2c4a8&ppcid=0c01034577384aecb2b5e1aad030f71d&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Search%29N.D. Ill. 

Rottner v. Palm Beach Tan, Inc.
Rottner v. Palm Beach Tan, Inc. , 2019 
IL App (1st) 180691-U

Rottner alleges that Palm Beach 
Tan violated BIPA by requiring 
members to scan their fingerprints 
whenever they sought to use 
defendant's services. Defendant did 
not obtain informed consent or 
written releases and did not make 
publicly available a data 
retention/deletion policy. Customer Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I47f51b408a5f11e5adf1e74bea9a6e68.pdf?targetType=state-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=ec1709bf-55e6-4d87-ab64-4277e9e38925&ppcid=16b81718acb04216a89d2a5d4f22e026&contextData=(sc.RelatedInfo)1st District Ill App

Salkauskaite v. Sephora USA, Inc.

Salkauskaite v. Sephora USA, Inc. , No. 
18-CV-08507, 2020 WL 2796122 (N.D. 
Ill. May 30, 2020)

Jurisdiction Can Be A Key Tool For 
BIPA Class Action Defense : 
https://www.law360.com/articles/1
355539/jurisdiction-can-be-a-key-tool-
for-bipa-class-action-defense

Salkuaskaite alleges that Sephora 
and ModeFace, Inc. violated BIPA by 
using ModiFace technology to 
collect biometric information about 
customers' facial geometry at 
kiosks in Sephora stores. Customer Facial geometry Opinion : https://1.next.westlaw.com/Document/I815b9a00a3df11ea9e229b5f182c9c44/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.



Santana v. Take-Two Interactive 
Software, Inc.

Santana v. Take-Two Interactive 
Software, Inc. , 717 F. App'x 12 (2d 
Cir. 2017)

Video game consumers allege that 
defendant violated BIPA by 
implementing a feature called 
"MyPlayer" which allows gamers to 
create a personalized player based 
on a scan of gamers' facial 
geometry. Plaintiffs allege that 
defendant collected and 
disseminated their biometric 
identifiers without informed 
consent, a publicly available 
retention schedule, and a reasoable 
standard of care in protecting this 
confidential data. Video game Facial geometry Opinion : https://1.next.westlaw.com/Document/I0c7f0960cf4311e7adf1d38c358a4230/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)2d Cir.

Saucedo v. Schmitt Management 
Corp. docket # : 1:20-cv-01872

Former employee of McDonald's 
Aurora location, Reinaldo Saucedo, 
alleges that the restaurant violated 
BIPA by requiring employees to 
scan their fingerprints at work and 
then disclosing that biometric data 
within the McDonald's system. Workplace Fingerprint Complaint : https://advance.lexis.com/r/documentprovider/43_bk/attachment/data?attachmentid=urn:contentItem:5YFY-BW81-DXDT-G2MX-00000-00&attachmenttype=PDF&attachmentname=Click%20to%20view%20PDF%20document&origination=BlobStore&sequencenumber=1&ishotdoc=false&docTitle=&pdmfid=1519217&#page=N.D. Ill.

Schaeffer v. Amazon.com, Inc.

APRIL SCHAEFFER, individually & on 
behalf of all others similarly situated, 
Plaintiff, v. AMAZON.COM, INC. & 
AMAZON.COM SERVICES, LLC , 
Defendants., No. 21-CV-01080-SPM, 
2022 WL 190641 (S.D. Ill. Jan. 21, 
2022)

Schaeffer alleges that Defendant's 
Alexa device (a virtual assistant) 
records, stores, uses, and discloses 
users' voiceprints in violation of 
BIPA. Defendant did not make 
publicly available data retention 
guidelines, profited off of users' 
biometric data, and disseminated 
bioimetric identifiers and 
information without plaintiffs' 
consent.

Tech products 
(Alexa) Voiceprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I9dbfa0700ac111eca7cfc2da71464426.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=7b0d5740-df68-4e31-ae64-1351db506675&ppcid=e200034dbec449f1ad21e1c77b186161&contextData=(sc.RelatedInfo)S.D. Ill.

Sekura v. Krishna Schaumburg 
Tan, Inc.

Sekura v. Krishna Schaumburg Tan, 
Inc. , 2018 IL App (1st) 180175, 115 
N.E.3d 1080

Ill. Justices Say Insurer Has Duty To 
Defend Biometric Suit : 
https://www.law360.com/articles/1
386751/ill-justices-say-insurer-has-
duty-to-defend-biometric-suit                       
Still a Wild Ride : 
https://www.heplerbroom.com/cmss
_files/attachmentlibrary/News/2020-
01-14-insler_charles-il-bipa-
update.pdf : 
https://www.heplerbroom.com/cmss
_files/attachmentlibrary/News/2020-
01-14-insler_charles-il-bipa-

Sekura, former customer of 
defendant, alleges that defendant 
violated BIPA by requiring 
customers to scan their fingerprints 
for identification purposes as part 
of membership at Krishna Tan and 
other tanning salons. Plaintiff 
alleges that defendant failed to 
inform customers of the details of 
the use of fingerprint data and 
failed to properly safeguard this 
biometric data. Customer Fingerprint Opinion : https://1.next.westlaw.com/Document/I10b71850c5d911e8b93ad6f77bf99296/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)1st District Ill App

Sherman v. Brandt Indus. USA 
Ltd.

Sherman v. Brandt Indus. USA Ltd. , 
500 F. Supp. 3d 728 (C.D. Ill. 2020)

Plaintiff alleges that defendant 
violated BIPA by obtaining and 
storing employees' fingerprints 
using a biometric timekeeping 
system without complying with 
BIPA's informed written consent 
requirements and failing to 
implement and make publicly 
available a policy for destroying 
biometric data Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I0986157093d911ea916b898794cc9f85.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=0e3def53-8040-47b4-8252-c1274215d5cb&ppcid=426ee71909ed4452bafb835ae58d3aa9&contextData=(sc.RelatedInfo)C.D. Ill.



Singleton v. B.L. Downey Co. LLC

Singleton v. B.L. Downey Co. LLC , No. 
21 C 236, 2021 WL 3033393 (N.D. Ill. 
July 19, 2021)

Plaintiff alleges that defendant 
violated BIPA by scanning and 
storing its employees' fingerprints 
to track when they clocked in an out 
of work without obtaining plaintiffs' 
consent or informing them how 
their biometric information would 
be disclosed to 3rd parties. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Iae170970e92111eba48ad8c74eab983c/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Smith v. Signature Sys., Inc.

Smith v. Signature Sys., Inc. , No. 2021-
CV-02025, 2022 WL 595707 (N.D. Ill. 
Feb. 28, 2022)

Smith alleges that defendant 
violated BIPA by scanning and 
collecting her fingerprints on its 
point-of-sale system to clock in and 
out of work daily without her 
consent, a written release, or a 
publicly available retention 
schedule. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I26d9f2309d8911eb855dc1060f40fd2b.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=178d3910-3ddf-47c4-9044-1f713bdaf22f&ppcid=bfe769e457aa42d5bc7e03e27e4bb3cd&contextData=(sc.RelatedInfo)N.D. Ill.

Snider v. Heartland Beef, Inc.

Snider v. Heartland Beef, Inc. , No. 
420CV04026SLDJEH, 2020 WL 
4880163 (C.D. Ill. Aug. 14, 2020)

Snider alleges that Heartland, an 
Arby's restaurant franchisee, 
violated BIPA by using a time-
tracking system requiring 
employees to scan their fingerprints 
as a means of authentication 
without Snider's informed consent, 
a written release, or a publicly 
available data retention policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I673ccea04e8411eb8a6f9ded7b40efb4/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

Soltysik v. Parsec, Inc.
Soltysik v. Parsec, Inc. , 2022 IL App 
(2d) 200563

Plaintiffs allege that defendant 
violated BIPA by requiring 
employees to use fingerprint 
scanners to clock in and out of 
work. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/Ia54bcfe00dee11eda623dac1c614eeb9/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)2nd District Ill App

Sosa v. Onfido, Inc.
Sosa v. Onfido, Inc. , 8 F.4th 631 (7th 
Cir. 2021)

Illinois Privacy Law Extends To Info 
From Photos, Judge Rules : 
https://www.law360.com/articles/1
487110/illinois-privacy-law-extends-
to-info-from-photos-judge-rules

Plaintiff, a user of application 
OfferUp, registered his identity on 
the app using the TruYou feature, 
provided by defendant. Plaintiff 
alleges that defendant violated 
BIPA by using facial recognition 
technology to collect bis biometric 
identifiers without his consent.

Customer 
(online 
marketplace) Facial geometry Opinion : https://1.next.westlaw.com/Document/I2cfff1307bda11eba39cfec032d8837e/View/FullText.html?navigationPath=Search%2Fv1%2Fresults%2Fnavigation%2Fi0ad6ad3f0000018352448de004d82cf5%3Fppcid%3D309c89f2fe234aed8d4a4653fc380775%26Nav%3DCASE%26fragmentIden7th Cir.

Starts v. Little Caesar 
Enterprises, Inc.

Starts v. Little Caesar Enterprises, 
Inc. , No. 19-CV-1575, 2021 WL 
4988317 (N.D. Ill. Oct. 19, 2021)

Starts alleges that defendant 
violated BIPA by collecting and 
disseminating employees' 
fingerprints using a biometric time 
clock system without written 
informed consent or a pubclicly 
available retention schedule. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I4ccb61302d9b11ebbfb892f27fcef770/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI4ccb61302d9b11ebbfb892f27fcef770%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I4e1100902d9b11ebb2078b3c4f10adfb&ppcid=5832070d3ff748b9a49bd1f55e24335b&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

State Auto. Mut. Ins. Co. v. 
Tony's Finer Foods Enterprises, 
Inc.

State Auto. Mut. Ins. Co. v. Tony's 
Finer Foods Enterprises, Inc. , No. 20-
CV-6199, 2022 WL 683688 (N.D. Ill. 
Mar. 8, 2022)

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders

Figueroa, a former employee, 
alleged that Tony's Finer Foods 
enterprises violated BIPA by 
requiring workers to use their 
fingerprints to clock in and out of 
work. Here, plaintiff, a commercial 
general liability insurer seeks 
declaratory judgment that it has no 
duty to defend defendant in the 
underlying action for violation of 
BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1bffe7f0125811ebaceaa8f231913360.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=adfb2720-a56d-4f2e-8fb9-3ee4cce81c3e&ppcid=71cf4a961665406891578c4f6dbc8121&contextData=(sc.RelatedInfo)N.D. Ill.



Stauffer v. Innovative Heights 
Fairview Heights, LLC

Stauffer v. Innovative Heights 
Fairview Heights, LLC , No. 3:20-CV-
00046-MAB, 2020 WL 4815960 (S.D. 
Ill. Aug. 19, 2020)

Ill. Sky Zone Says Ex-Worker Still 
Can't Bring Valid BIPA Claim : 
https://www.law360.com/articles/1
529481/ill-sky-zone-says-ex-worker-
still-can-t-bring-valid-bipa-claim

Plaintiff alleges that Innovative 
Heights violated BIPA collecting 
employees' fingerprints for 
timekeeping purposes without a 
publicly available retention policy or 
emplyees informed written 
consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I89693b4035b111eab532a2ca715b4cc2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=a02cdfdf-dd16-4d52-98d0-a187fece961f&ppcid=eb9b1379b25e4e9e9a594ef24ddfc29b&contextData=(sc.RelatedInfo)S.D. Ill.

Stein v. Clarifai, Inc.
Stein v. Clarifai, Inc. , 526 F. Supp. 3d 
339 (N.D. Ill. 2021)

Chicago OKCupid User Sues Facial 
Recognition Co. In Del. : 
https://www.law360.com/articles/1
472838/chicago-okcupid-user-sues-
facial-recognition-co-in-del-

Plaintiff alleges that Clarifai 
violated BIPA by collecting 
photographs from her OKCupid 
profile and using her facial 
information to profit, build a face 
database, and develop its facial 
recognition technology without her 
consent.

Social Media 
scraping 
(Clearview) Facial geometry Opinion : https://1.next.westlaw.com/Document/I8312061087bc11eb951de4c2f87a0a7b/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.

Stinson v. LCS Cmty. Emp. LLC

Stinson v. LCS Cmty. Emp. LLC , No. 20 
CV 04603, 2021 WL 4978450 (N.D. Ill. 
May 3, 2021)

Plaintiffs allege that defendants 
violated BIPA by requiring 
employees to clock in work using a 
hand scanner without first 
executing a written release Workplace Handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I119c2b80d77e11ea8a61f8203e6ee638.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=4d366a5a-2ced-4c35-aeb6-b60efdaf7c01&ppcid=bea68e3e8fb24a8dafb1ceb25f309641&contextData=(sc.RelatedInfo)N.D. Ill.

Thakkar v. ProctorU Inc
Thakkar v. ProctorU Inc. , 571 F. Supp. 
3d 927 (C.D. Ill. 2021)

Students Accuse Testing Site 
ProctorU Of Breaching BIPA : 
https://www.law360.com/articles/1
364585/students-accuse-testing-site-
proctoru-of-breaching-bipa

Plaintiffs, students in Illinois who 
used ProctorU for test taking, allege 
that ProctorU violated BIPA by 
collecting their biometrics, 
including eye movements and face 
geometry, without informed 
consent, written releases, or 
publicly available data retention 
policies.

School (3rd 
party 
proctoring)

Facial geometry, 
eyes Complaint : https://1.next.westlaw.com/Link/Document/Blob/I40a39da0837c11eb89dac1028a8ac23c.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=51318d87-ceab-4e3c-80f0-14877a573cca&ppcid=9395fad444574b5aa78c39ebee740b84&contextData=(sc.RelatedInfo)C.D. Ill.

Thermoflex Waukegan, LLC v. 
Mitsui Sumitomo Ins. USA, Inc.

Thermoflex Waukegan, LLC v. Mitsui 
Sumitomo Ins. USA, Inc. , No. 21 C 
788, 2022 WL 954603 (N.D. Ill. Mar. 
30, 2022)

Insurer Says No Coverage For Auto 
Accessory Co.'s BIPA Row : 
https://www.law360.com/articles/1
499946/insurer-says-no-coverage-for-
auto-accessory-co-s-bipa-row

A former employee sued 
Thermoflex, alleging that it violated 
BIPA by requiring him to scan his 
handprint to scan in and out of 
work. Mitsui claims that it has no 
duty to defend or indemnify 
Thermoflex for damages arising 
from the suit. Workplace Handprint Complaint : https://1.next.westlaw.com/Document/I9bc2e990603b11e98c7a8e995225dbf9/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI9bc2e990603b11e98c7a8e995225dbf9%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&ranN.D. Ill.

Thornley v. Clearview AI, Inc.

Thornley v. Clearview AI, Inc. , No. 20-
CV-3843, 2020 WL 6262356 (N.D. Ill. 
Oct. 23, 2020), aff'd, 984 F.3d 1241 
(7th Cir. 2021)

7th Circ. Ruling Highlights Continuing 
BIPA Questions : 
https://www.law360.com/articles/1
348160/7th-circ-ruling-highlights-
continuing-bipa-questions                       
Ill. Judge Says IT Co. Owed Coverage 
For BIPA Suits : 
https://www.law360.com/articles/1
478987/ill-judge-says-it-co-owed-
coverage-for-bipa-suits

Plaintiffs allege that Clearview AI, a 
facial recognition software 
provider, violated BIPA by creating a 
database of over 3 billion facial 
scans from photographs posted on 
social media platforms. Clearview 
AI has profited from this database 
without informing or obtaining 
consent from the individuals whose 
faces are collected in this database.

Social Media 
scraping 
(Clearview) Facial geometry Opinion : https://1.next.westlaw.com/Document/Icb35286056b511eb94d5d4e51cfa3c85/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.

Tims v. Black Horse Carriers, Inc.

Tims v. Black Horse Carriers, Inc. , 
2021 IL App (1st) 200563, 184 N.E.3d 
466, appeal allowed, 184 N.E.3d 1029 
(Ill. 2022)

How Upcoming Biometric Ruling 
May Affect Ill. Employers : 
https://www.law360.com/articles/1
506795/how-upcoming-biometric-
ruling-may-affect-ill-employers

Plaintiffs allege that Black Horse 
Carriers violated BIPA by requiring 
employees to scan their fingerprints 
for the purposes of employee 
timekeeping. Defendant failed to 
provide a publicly available 
retention schedule, obtain consent 
to disclose biometric data, or obtain 
a written release from employees 
to collect, store, and use their 
fingerprints. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I1d3e6680180311ecaa7cf4d9113e8a97/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)1st District Ill App



Treadwell v. Power Sols. Int'l, 
Inc.

Treadwell v. Power Sols. Int'l, Inc. , 
427 F. Supp. 3d 984 (N.D. Ill. 2019)

Plaintiffs allege that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
into a database operated by 
NOVAtime Technology to track 
employees' work hours without 
employees' informed consent to 
disclose their fingerprints to third 
parties, written releases, or a 
publicly available retention/deletion 
schedule. Workplace Fingerprint

Complaint : 
https://1.next.westlaw.c
om/Link/Document/Blo
b/I0b608a30ffe511e8be
9a8be416cde791.pdf?ta
rgetType=dct-docket-
pdf&originationContext=
document&transitionTyp
e=DocumentImage&uni
queId=bad85ce0-f469-
4f8c-a6bf-
f4e088b66627&ppcid=4
4830eaec986465fa692c
726126283bf&contextDa
ta=(sc.RelatedInfo) N.D. Ill.

Twin City Fire Ins. Co. v. 
Vonachen Servs., Inc.

Twin City Fire Ins. Co. v. Vonachen 
Servs., Inc. , 567 F. Supp. 3d 979 (C.D. 
Ill. 2021)

Rodriguez and Gumm each filed 
lawsuits against Vonachen alleging 
BIPA violations due to Vonachen's 
practice of requiring workers to use 
their fingerprints as a means of 
authentication using a biometric 
tracking system. Plaintiff, insurer, 
requests declaratory relief that 
Vonachen's insurance policy 
provided no directors and officers or 
employment practices liability 
coverage. Workplace Finger/handprint Opinion : https://1.next.westlaw.com/Document/I623f3c1031ac11ecb886b9dda1c6d252/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)C.D. Ill.

Vance v. Amazon.com Inc.
Vance v. Amazon.com Inc. , 534 F. 
Supp. 3d 1314 (W.D. Wash. 2021)

Amazon's Escape Bid In Facial 
Privacy Suit Dubbed 'Rehash' : 
https://www.law360.com/articles/1
515286/amazon-s-escape-bid-in-
facial-privacy-suit-dubbed-rehash-                  
Ill. Residents Seek Cert. In Privacy 
Suit Against Tech Giants : 
https://www.law360.com/articles/1
429690/ill-residents-seek-cert-in-
privacy-suit-against-tech-giants

Plaintiffs, users of the photo-
sharing website Flickr, allege that 
Amazon violated BIPA by 
purchasing a facial scan dataset to 
profit and improve Amazon's facial 
recognition technology. Flickr and 
Yahoo! compiled website users' 
photos, IBM created facial scans 
from the Flickr dataset to create a 
Diversity in Faces dataset, and 
Amazon obtained the Diversity in 
Faces dataset from IBM. None of 
these companies informed or 
obtained permission from plaintiffs 
for the use of their photographs or 
facial scans. Website Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ibfc17e30c64a11ea87eddc686fea362e.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=a307d9e4-2f1f-4691-84de-48c622b16baa&ppcid=22d1cfcf68c34dcdbc63cd10217a845e&contextData=(sc.RelatedInfo)W.D. Wash

Vance v. Facefirst, Inc.

Vance v. Facefirst, Inc. , No. CV 20-
6244-DMG (KSX), 2021 WL 5044010 
(C.D. Cal. June 2, 2021)

Plaintiffs, users of the photo-
sharing website Flickr, allege that 
Facefirst violated BIPA by 
purchasing a facial scan dataset. 
Flickr and Yahoo! compiled website 
users' photos, IBM created facial 
scans from the Flickr dataset to 
create a Diversity in Faces dataset, 
and Facefirst obtained the Diversity 
in Faces dataset from IBM. None of 
these companies informed or 
obtained permission from plaintiffs 
for the use of their photographs or 
facial scans.

Photo sharing 
website Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/Iee12b270c61f11ea880a802f0b4402e2.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=eb2df85f-d8b1-4155-9d29-8f2d4b261973&ppcid=a2910df153d14025a72b461f268ed683&contextData=(sc.RelatedInfo)C.D. Cal.



Vance v. Google LLC

Vance v. Google LLC , No. 5:20-CV-
04696-BLF, 2021 WL 534363 (N.D. 
Cal. Feb. 12, 2021)

Google Gets Pause In Biometric Suit 
Over Face ID 'Arms Race' : 
https://www.law360.com/articles/1
355138/google-gets-pause-in-
biometric-suit-over-face-id-arms-
race-

Plaintiffs, users of the photo-
sharing website Flickr, allege that 
Google violated BIPA by purchasing 
a facial scan dataset. Flickr and 
Yahoo! compiled website users' 
photos, IBM created facial scans 
from the Flickr dataset to create a 
Diversity in Faces dataset, and 
Google obtained the Diversity in 
Faces dataset from IBM. None of 
these companies informed or 
obtained permission from plaintiffs 
for the use of their photographs or 
facial scans. Facial geometry Complaint : https://1.next.westlaw.com/Document/I24c0ab80c72711ea90f3cef67f2ea235/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI24c0ab80c72711ea90f3cef67f2ea235%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I255bb300c72711eabb8fd836a6818ec7&ppcid=3b8fb2a6f3864b8489ff13ac9e4224ba&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Cal.

Vance v. Int'l Bus. Machines 
Corp.

Vance v. Int'l Bus. Machines Corp. , 
No. 20 C 577, 2020 WL 5530134 (N.D. 
Ill. Sept. 15, 2020)

Plaintiffs, users of the photo-
sharing website Flickr, allege that 
Google violated BIPA by purchasing 
a facial scan dataset. Flickr and 
Yahoo! compiled website users' 
photos then IBM created facial 
scans from the Flickr dataset to 
create a Diversity in Faces dataset. 
Vance alleges that IBM 
disseminated this dataset to profit 
from the biometric identifiers and 
information of plaintiffs. Photo sharing Facial geometry

Complaint : 
https://1.next.westlaw.c
om/Document/I71bd890
0ccf611ebb3e9e9c11eed
0d52/View/FullText.htm
l?navigationPath=%2FR
elatedInfo%2Fv4%2Fkey
cite%2Fnav%2F%3Fguid
%3DI71bd8900ccf611eb
b3e9e9c11eed0d52%26s
rh%3D%26kw%3Dt&list
Source=RelatedInfo&list
=Filings&rank=1&docFa
milyGuid=I737e24c0ccf6
11eba5b9a26658566bbc
&ppcid=ceb0228797294
94095a365288235c2f1&
originationContext=filing
s&transitionType=Filings
Item&contextData=%28
sc.Default%29 N.D. Ill.

Vance v. Microsoft Corp.
Vance v. Microsoft Corp. , 534 F. 
Supp. 3d 1301 (W.D. Wash. 2021)

Microsoft, Amazon Can't Ditch Face 
ID Privacy Claims : 
https://www.law360.com/articles/1
365264/microsoft-amazon-can-t-
ditch-face-id-privacy-claims

Plaintiffs, users of the photo-
sharing website Flickr, allege that 
Microsoft violated BIPA by 
purchasing a facial scan dataset to 
profit and improve their facial 
recognition technology. Flickr and 
Yahoo! compiled website users' 
photos, IBM created facial scans 
from the Flickr dataset to create a 
Diversity in Faces dataset, and 
Microsoft obtained the Diversity in 
Faces dataset from IBM. None of 
these companies informed or 
obtained permission from plaintiffs 
for the use of their photographs or 
facial scans.

Photo sharing 
website Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I41dca440c64a11ea983cdc8ed997c21f.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=fdc4e349-e1c7-403e-87d1-3a0aeb6433f5&ppcid=3dc63de61d8e4994a04ff458abb48b76&contextData=(sc.RelatedInfo)W.D. Wash

Varnado v. W. Liberty Foods

Varnado v. W. Liberty Foods , No. 20 
C 2035, 2021 WL 545628 (N.D. Ill. 
Jan. 5, 2021)

Varnado alleges that the defendant, 
his formal employer, violated BIPA 
by implementing a biometric 
fingerprint timekeeping system 
without employees' written 
consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1c5ccee0730011ea9b2f85ab4dc28613.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=358491dc-d82d-4271-8a74-0eb7b40b0a30&ppcid=f0311e3f903b4ef29b6e6b60d9c01e26&contextData=(sc.RelatedInfo)N.D. Ill.



Vaughan v. Biomat USA, Inc.

Vaughan v. Biomat USA, Inc. , No. 20-
CV-04241, 2022 WL 1266389 (N.D. Ill. 
Apr. 28, 2022)

Ill. Plasma Donors Can't Pursue 
Finger Scan Privacy Claims : 
https://www.law360.com/articles/1
488495/ill-plasma-donors-can-t-
pursue-finger-scan-privacy-claims

Plaintiffs donated plasma at 
donation centers operated by 
defendant. Plaintiffs allege that 
defendants violated BIPA by 
requiring plaintiffs to scan their 
fingerprints using a biometric 
device each time they donated 
without providing publicly available 
retention/deletion policies or 
obtaining written informed consent.

Health 
(donation 
center) Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I80b94f70c89211ea88559297e3dda90c.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=183bd6c6-1bd6-48ce-993b-011a05730c16&ppcid=569859a67fcf4071af82568dac5ae254&contextData=(sc.RelatedInfo)N.D. Ill.

Vo v. VSP Retail Dev. Holding, 
Inc.

Vo v. VSP Retail Dev. Holding, Inc. , 
No. 19 C 7187, 2020 WL 1445605 
(N.D. Ill. Mar. 25, 2020), appeal 
dismissed, No. 20-1684, 2020 WL 
9423244 (7th Cir. Nov. 19, 2020)

VSP manufacturers and sells 
eyewear and offers Virtual Try-On 
software that allows consumers to 
use web-camera enabled devices to 
remotely try on eyewear. Vo alleges 
that VSP violated BIPA by using 
cameras that scan consumers' 
facial geometry to virtually apply 
the glasses without informed 
consent, written releases, or 
publicly available data 
retention/deletion policies.

Virtual try on 
glasses Facial geometry Opinion : https://1.next.westlaw.com/Document/Id2dfef406f1c11ea99df8ae889484d86/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)7th Cir.

Watson v. Legacy Healthcare Fin. 
Servs., LLC

Watson v. Legacy Healthcare Fin. 
Servs., LLC , 2021 IL App (1st) 210279

Plaintiff, former certified nursing 
assistant for defendants, alleges 
that defendants violated BIPA by 
requiring employees to scan their 
fingerprints and/or handprints in 
order to clock in and out of work 
each day without a publcly available 
data retention policy, informed 
consent, or written releases Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I5f9c65f05e0711ec929cdf1e6e8289f8/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)1st District Ill App

W. Bend Mut. Ins. Co. v. Krishna 
Schaumburg Tan, Inc.

W. Bend Mut. Ins. Co. v. Krishna 
Schaumburg Tan, Inc., 2020 IL App 
(1st) 191834, 166 N.E.3d 818, appeal 
allowed, 154 N.E.3d 804 (Ill. 2020), 
and aff'd, 2021 IL 125978, 183 N.E.3d 
47

6 Rulings Reinforce BIPA Coverage 
For Illinois Policyholders : 
https://www.law360.com/articles/1
479550/6-rulings-reinforce-bipa-
coverage-for-illinois-policyholders   
BIPA Ruling Should Aid Insurers In 
Privacy Claims : 
https://www.law360.com/articles/1
439564/bipa-ruling-should-aid-
insurers-in-privacy-claims                                   
Lessons From Insurers' Latest BIPA 
Coverage Arguments : 
https://jenner.com/system/assets/p
ublications/20694/original/Meneau%
20Linden%20Law360%20Jan%2029%
202021.pdf?1612382681

Sekura alleged than Krishna 
Schaumburg Tan, a tanning salon, 
violated BIPA. Krishna requested a 
defense from its insurer, the 
plaintiff, and West Bend Mutual 
Insurance Co. filed a declaratory 
judgment action contending that it 
did not owe a duty to defend 
Krishna against Sekura's lawsuit. Customer Fingerprint Opinion : https://1.next.westlaw.com/Document/I7b1fd140b97f11ebbfe8d873c1c72202/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)1st District Ill App

Wilcosky v. Amazon.com, Inc.
Wilcosky v. Amazon.com, Inc. , 517 F. 
Supp. 3d 751 (N.D. Ill. 2021)

Amazon Alexa Users Fight To Keep 
Biometric Data Suit Alive : 
https://www.law360.com/articles/1
516347/amazon-alexa-users-fight-to-
keep-biometric-data-suit-alive

Plaintiffs allege that Amazon's 
Alexa device, a digital assistant, has 
recorded and stored users' 
voiceprints without their consent in 
violation of BIPA. Voiceprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ifb380b70b00511e982edf888f0f009dd.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=461a970c-83a3-49bb-acd4-459fcd4b2434&ppcid=a379b7cd52c744f3aa4ee10b8d67fa30&contextData=(sc.RelatedInfo)N.D. Ill.

Williams v. Ecolab Inc.

Williams v. Ecolab Inc. , No. 21 C 695, 
2021 WL 3674608 (N.D. Ill. Aug. 19, 
2021)

Williams alleges that Ecolab 
violated BIPA by requiring him and 
other employees to scan their 
fingerprints before and after their 
shifts without following BIPA's 
notice, consent, disclosure, and 
policy publication requirements. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I688c7020016d11eca252cc4b553ce53c/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Ill.



Williams v. Jackson Park SLF, LLC

Williams v. Jackson Park SLF, LLC , No. 
19-CV-8198, 2020 WL 5702294 (N.D. 
Ill. Sept. 24, 2020)

Ill. Judge Says Labor Law Blocks 
Worker's Finger Privacy Suit : 
https://www.law360.com/articles/1
361158/ill-judge-says-labor-law-
blocks-worker-s-finger-privacy-suit

Plaintiff alleges that Jackson Park 
violated BIPA by requiring 
employees to scan their handprints 
to clock in and out of work without 
a publicly available 
retention/destruction schedule and 
written consent and release before 
obtaining and disseminating 
biometric information. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ic2688ae0205d11ea9f28ae2db642b7e3.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=f4138093-ca56-4e0e-a8d4-c210e91fbf55&ppcid=9f77a3e7ea34466a8e6da9eb3262dd3c&contextData=(sc.RelatedInfo)N.D. Ill.

Williams et al. v. 
Personalizationmall.com LLC

 Ill. Judge OKs Gift Retailer's $4.5M 
Deal In Biometrics Suit : 
https://www.law360.com/articles/1
513440/ill-judge-oks-gift-retailer-s-4-
5m-deal-in-biometrics-suit

Plaintiffs allege that defendant 
violated BIPA by requiring 
employees to clock in and out of 
work shifts using their fingerprints 
without publishing a publicly 
available retention schedule and 
without obtaining written releases 
and informed consent before 
obtaining employees' biometric 
identifiers. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1645cc902e3c11eaaef8b9fac5c4e1f6.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=85b41d36-6b5a-4ca0-a09f-a71e04bf0984&ppcid=2848fe6800c54da5b3291086cf3aea0a&contextData=(sc.Default)N.D. Ill.

Wise v. Ring LLC

Wise v. Ring LLC , No. C20-1298-JCC, 
2022 WL 3083068 (W.D. Wash. Aug. 
3, 2022)

Ring Can't Ditch Privacy Suit Over 
Visitors' Face Scans : 
https://www.law360.com/articles/1
518107/ring-can-t-ditch-privacy-suit-
over-visitors-face-scans

Plaintiffs allege that Ring violated 
BIPA by collecting, storing, and 
using video footage collected from 
Ring Cameras to improve its facial 
recognition technology, stored for 
staff around the world to process. 
Ring has created millions of face 
templates from faces captured by 
Ring Cameras without informed 
consent.

Tech products 
(security 
cameras) Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/Ia02688d0e9af11eab744a7738e9b5dc5.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=2722d95d-cbc2-4e8d-ae5d-17e1cee1351f&ppcid=36009f379d7c49cdba241841791dc676&contextData=(sc.RelatedInfo)W.D. Wash

Woods v. FleetPride, Inc.

Woods v. FleetPride, Inc. , No. 1:21-
CV-01093, 2022 WL 900163 (N.D. Ill. 
Mar. 27, 2022)

Woods alleges that FleetPride 
violated BIPA by implementing a 
cock-in, clock-out timekeeping 
system that collected, stored, and 
used employees' fingerprints and 
biometric information without 
proper written consent and without 
making the disclosures required by 
BIPA. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I1d1e6520771211eba4e4b3d250efb772.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=50a098cf-a20c-48a9-b48f-839853b9e00e&ppcid=03c70fd55b794b508932e2be0358bc18&contextData=(sc.RelatedInfo)N.D. Ill.

Wordlaw v. Enter. Leasing Co. of 
Chicago, LLC,

Wordlaw v. Enter. Leasing Co. of 
Chicago, LLC,  No. 20 CV 3200, 2020 
WL 7490414 (N.D. Ill. Dec. 21, 2020)

Mitigating BIPA Suit Risk Under 
Alternative Liability Theories : 
https://www.law360.com/articles/1
357080/mitigating-bipa-suit-risk-
under-alternative-liability-theories-

Wordlaw alleges that defendant 
violated BIPA by requiring 
employees to scan their fingerprints 
to clock in and out of each shift 
without obtaining informed written 
consent or disclosing a publicly 
available data retention and 
destruction policy. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I2d0e4e404b4d11ecbe28a1944976b7ad/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI2d0e4e404b4d11ecbe28a1944976b7ad%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=1&docFamilyGuid=I2e61d0504b4d11ecbafbe90624f2da71&ppcid=fbc87b84d977417fbf8ef194aed40eb1&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29N.D. Ill.

Wyllie v. Flanders Corp.

Wyllie v. Flanders Corp. , No. 21-CV-
3078, 2021 WL 2283737 (C.D. Ill. May 
28, 2021)

Plaintiff alleges that his former 
employer, Flanders violated BIPA by 
requiring employees to use their 
fingerprints to clock in and out of 
work without publicly available 
retention and destruction policies 
and without written consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I32ee04808bf511ebaf35c18f6043c980.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=afc8b7b4-d1ee-431b-8a46-84f388fff3cc&ppcid=f610bc02eba84276af0848b055f7240c&contextData=(sc.RelatedInfo)C.D. Ill.

Young v. Integrity Healthcare 
Communities, LLC

Young v. Integrity Healthcare 
Communities, LLC,  513 F. Supp. 3d 
1043 (S.D. Ill. 2021)

Plaintiff alleges that defendant 
violated BIPA by implementing a 
timekeeping system that collected, 
stored, and used employees' 
biometric information without 
employees' prior consent. Workplace Fingerprint Complaint : https://1.next.westlaw.com/Document/I7E5BF5B15E8811EA96BAE63BC27A1895/View/FullText.html?navigationPath=%2FRelatedInfo%2Fv4%2Fkeycite%2Fnav%2F%3Fguid%3DI7E5BF5B15E8811EA96BAE63BC27A1895%26srh%3D%26kw%3Dt&listSource=RelatedInfo&list=Filings&rank=5&ppcid=6ac25d1efdd740af80aaf60dd3909ae6&originationContext=filings&transitionType=FilingsItem&contextData=%28sc.Default%29S.D. Ill.



Zellmer v. Facebook, Inc.

Zellmer v. Facebook, Inc. , No. 3:18-
CV-01880-JD, 2022 WL 976981 (N.D. 
Cal. Mar. 31, 2022)

Facebook Sent To Trial In Nonusers' 
Face Scan Privacy Suit : 
https://www.law360.com/articles/1
480157/facebook-sent-to-trial-in-
nonusers-face-scan-privacy-suit

Zellmer alleges that Facebook 
violated BIPA by utilizing a tagging 
functionality that scans faces in 
photographs uploaded on Facebook 
to automatically tag recognized 
individuals without adhering to 
BIPA's written consent and policy 
provisions. Social Media Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I10cd5cc0321b11e8a91bcebd4ca2dd94.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=2ecea1bd-ef63-48ff-9397-3418a18fd41c&ppcid=fc14bddea5f64e43b1dfff215be55a94&contextData=(sc.RelatedInfo)N.D. Cal.

Zhirovetskiy v. Zayo Grp., LLC

Zhirovetskiy v. Zayo Grp., LLC , No. 17-
CV-05876, 2018 WL 11195494 (N.D. 
Ill. Mar. 7, 2018)

Plaintiff alleges that Zayo violated 
BIPA by operating secured data 
centers and requiring consumers to 
scan their handprints in order to 
access these centers without 
consumers' informed consent, 
written releases, or publicly 
available data retention/destruction 
policies. Handprint Complaint : https://1.next.westlaw.com/Link/Document/Blob/I79d6ea207ece11e78d5e898be047d29d.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=b64cd0e1-2390-4929-88f2-cdc54ee61a26&ppcid=1573f18f17fb496e918737bb8e34be81&contextData=(sc.RelatedInfo)N.D. Ill.

Zurich Am. Ins. Co. v. Omnicell, 
Inc.

Zurich Am. Ins. Co. v. Omnicell, Inc. , 
No. 18-CV-05345-LHK, 2019 WL 
570760, at *1 (N.D. Cal. Feb. 12, 
2019)

Software Co. Not Covered For 
Biometric Suit, Insurers Say : 
https://www.law360.com/articles/1
078730/software-co-not-covered-for-
biometric-suit-insurers-say

Plaintiff claims that they have no 
duty to defend or indemnify health 
care software provider, Omnicell 
Inc. In the underlying lawsuit, 
former registered nurse Mazya 
alleges that Lake Forest Hospital 
violated BIPA by requiring all 
employees to provide fingerprints in 
order to access automated 
medicated distribuion systems 
provided by Omnicell. Workplace Fingerprint Opinion : https://1.next.westlaw.com/Document/I44871f602f8611e98335c7ebe72735f9/View/FullText.html?originationContext=typeAhead&transitionType=Default&contextData=(sc.Default)N.D. Cal.



Zellmer v. Facebook, Inc.

Zellmer v. Facebook, Inc. , No. 3:18-
CV-01880-JD, 2022 WL 976981 (N.D. 
Cal. Mar. 31, 2022)

Facebook Sent To Trial In Nonusers' 
Face Scan Privacy Suit : 
https://www.law360.com/articles/1
480157/facebook-sent-to-trial-in-
nonusers-face-scan-privacy-suit

Zellmer alleges that Facebook 
violated BIPA by utilizing a tagging 
functionality that scans faces in 
photographs uploaded on Facebook 
to automatically tag recognized 
individuals without adhering to 
BIPA's written consent and policy 
provisions. Social Media Facial geometry Complaint : https://1.next.westlaw.com/Link/Document/Blob/I10cd5cc0321b11e8a91bcebd4ca2dd94.pdf?targetType=dct-docket-pdf&originationContext=document&transitionType=DocumentImage&uniqueId=2ecea1bd-ef63-48ff-9397-3418a18fd41c&ppcid=fc14bddea5f64e43b1dfff215be55a94&contextData=(sc.RelatedInfo)N.D. Cal.

Zhirovetskiy v. Zayo Grp., LLC

Zhirovetskiy v. Zayo Grp., LLC , No. 17-
CV-05876, 2018 WL 11195494 (N.D. 
Ill. Mar. 7, 2018)

Plaintiff alleges that Zayo violated 
BIPA by operating secured data 
centers and requiring consumers to 
scan their handprints in order to 
access these centers without 
consumers' informed consent, 
written releases, or publicly 
available data retention/destruction 
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